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ABSTRACT

Our online world is changing day by day, and access to original and legitimate visual content has thus never
been as important as now. Face manipulation detection technology lies at the heart of assisting consumers in
identifying manipulated media and avoiding deception and disinformation on the internet. Face Guard is just
one of those smart systems that have been programmed in Python and serve as intermediaries between the
trust people place in visual data and the rising danger of Al-created facial forgeries. Contrary to its sole use as a
detection tool, Face Guard is a multi-purpose assistant that not only ensures image and video authenticity
confirmation but also manipulation classification and real-time alerts for doubtful content. Utilizing strong
neural network models with deep learning architectures like CNNs and pre-trained models like Efficient Net
and Xception Net, Face Guard can detect a broad range of facial manipulation methods with high accuracy. In
contrast to most other conventional apps using static image analysis exclusively, Face Guard also combines
frame-by-frame video analysis and metadata correlation for highly contextualized evaluations. This provides
assurance that customers are not only provided with technical findings but also informative information that
can guide relevant decisions in media, security, and personal communication. Face Guard is unique in that it
provides passive and on-automatic scanning capability. The user can upload media files or scan live streams in
intervals from seconds to hours. It is accessed via a web interface powered by Flask, optimized for both desktop
and mobile use, which provides wide access and ease of use.

I. INTRODUCTION

Over the last few years, the abundance of faked facial media, or deepfakes, has created serious problems in
fields ranging from media to security and public trust. Deepfakes exploit very powerful generative models to
produce ultra-realistic but completely synthetic visual content, usually faking an individual's face on an image
or a video to show them as if they had spoken or acted in ways that they did not. As they are simplified and
made advanced, the risk of disinformation, identity theft, and social engineering is highly increased.

To counter this emerging threat, machine learning (ML) algorithms have become necessary instruments for
reliability and high accuracy in the detection of face manipulation. The algorithms are crafted to identify subtle
inconsistencies or artifacts added at face content creation or editing—characteristics that fall beyond the scope
of the human eye. By training on massive databases of manipulated faces and actual faces, ML-based systems
are able to tag and classify automatically and at scale potentially edited content.

This report defines the methodology, structure, and deployment of a machine learning pipeline for detecting
face manipulation. The solution integrates facial detection, feature extraction, and temporal analysis to detect
frame inconsistency in video or image streams. By the choice of appropriate models and their careful training,
our system can contribute to being a part of the larger effort of media authenticity and protecting public
discourse.

Rapid advancement in deep learning-based generative models has led to an enormous production and
dissemination of fake facial media, or "deepfakes." Such artificial videos and images, for the most part, show
people saying or doing things they never did or said at all, damaging privacy, security, and information integrity
significantly. Given the growing realism and popularity of such technologies, automatic and trustworthy face
manipulation detection has emerged as a vital necessity.

Machine learning models, and more so deep learning-based models, have been highly promising in finding
weak artifacts in facial manipulation. Media is authenticated or tagged as manipulated using the support of
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visual features, temporal inconsistencies, and deep model embeddings. This project explores and deploys
machine learning methods to create a system that can effectively identify manipulated facial media.

II. RELATED WORK

Detection of face manipulation has come a long way with the creation of deepfakes. Traditional detection
methods employed handcrafted features like facial landmarks and eye blink patterns. These techniques were,
however, mostly brittle and did not generalize well to high-quality forgeries. They were not adaptive and could
not be generalized to other manipulation techniques.

Deep models such as CNNs drove massive breakthroughs in anomaly detection in manipulation. ResNet and
XceptionNet architectures took center stage as go-to detectors of visual outliers. They can automatically learn
from large data. They are more accurate and resilient than conventional methods.

Datasets like FaceForensics++, Celeb-DF, and DFDC have motivated model development. They offer labeled
instances of deepfakes and authentic videos and images that are diverse. Such datasets are needed to test and
train current models. They offer consistency and fairness when testing detection mechanisms.

Temporal models such as RNNs and LSTMs support video-based detection. The models examine sequences of
frames to identify unnatural transitions or patterns. Temporal consistency is one of the important cues for
detecting small manipulations. Spatial and temporal analysis combined increase reliability for real-world usage.
Specialized methods also border on frequency-domain inspection and attention. These enable models to pay
attention to tampering patterns hard to detect in raw pixels. These developments enhance accuracy in the
detection of very realistic deepfakes. They also minimize false positives in complex scenes or illumination.

The majority of actual goods and research systems use these models today. Security agencies, legal systems,
and social networking sites are the primary adopters. Integration into content moderation routines is now
increasingly prevalent. This alludes to the increasing applicability of reliable detection technology.

Albeit with progress, there are still challenges such as adversarial robustness and real-time detection. Low-
resource deployment and cross-platform performance also have to be addressed. More work still reduces
models for enhanced efficiency and accuracy. The system designed in the present research extends these to
address such changing demands.

Existing System and its Limitations:

Title Technology Limitation Authors Year
IRNet High , not f ,
¢ RetinaNet with N-FPN 8 , povyer usag(.a notior Chenchen Jiang et
(Improved module real-time, issues with small al 2022
RetinaNet) faces '
Infrall‘ed Fa}ce YOLOVS + N9t effe-ctlve on visible
Detection with Homomorbhic filterin light, high resource Yuquan Zhou et al. 2022
YOLOv5 p 8 requirement
Face

Recognition from Deep CNNs for long- Requires large datasets and Hui Wang & Wei Qi

} range detection hardware, not real-time Yan 2022
Distance
Hybrid HOG- Slower, less effective with
y HOG + SVM + . .
SVM Encrypted . large datasets or changing Shilpa Sharma et al.
encryption . 2022
Model conditions

RefineFace STR, STC, SML, FSM, Moderate AP vs heavier Shifeng Zhang et al. 2021

models, complexity,
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YOLO-Face improved anchors and ,O 'e aie en.c IrTar S Weijun Chen et al.
] limited generalization 2021
regression loss
Lightweight
Rea;gTir‘rllvsngace YOLOv4 + No clear metrics, limited
Detection CSPDarknet53 - real-time performance, Mengan Shi et al. 2021
MobileNet/GhostNet orientation handling
(YOLOv4)
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Deepfake Distribution Modellin compression/artifact al 2020
Detector g sensitive, high cost '
Face
. . PCA-ANN + LDA-ANN Classical features limit Sayan Deb Sarkar
Recognition Using + classical feature b ive logical OR etal 2020
Hybrid ANN robustness, nallve ogica .
fusion
High tati 1 t,
Different Scale . 18 computa 1on.a cos
Faster R-CNN + Multi- model complexity, .
Face Detector Wengqgi Wu et al.
(DSFD) task RPN dependence on proposal 2019
quality
. MC-I-(CF track%ng, -L.ighting dependency, . Wanghua Deng et
DriCare keypoint detection, traditional tracking, keypoint al 2019
histogram eq. accuracy '
Real-time Face
St 1 ith lighting, )
Detection with OpenCV ruggies wi -1g 1ng Maliha Khan et al.
angles, occlusions 2019
OpenCV
D F
Detes‘f(i" l?sci‘relg Mask R-CNN Slor\;lvé)g;e;v(i: :::lsgi;id for Ozan Czi{iroglu et Yot
Mask R-CNN '
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METHODOLOGY

The approach used in the Identifying Face Manipulation project involves a modular and systematic
development process that makes the application scalable, robust, and easy to use. The whole development
process can be summarized in the following phases:

The System Analysis stage of the project is imperative in laying a solid groundwork for the deepfake detection
project. It starts with having a well-defined Defining the Project Scope and Objectives. The Core Objective is
certainly to create a highly efficient system able to determine whether a facial image or video is forged,
covering an extremely wide scope of techniques ranging from deepfakes and face swaps to more ancient
traditional image editing.
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The Functional Scope of the system is well defined, encompassing facilities for user uploads, the central
manipulation detection engine, showing both probability and confidence measures for detections, and visual
explanations given via heatmaps and bounding boxes. Parallel to this, the Non-Functional Scope boasts high
quality requirements, having the goal of attaining over 90% accuracy on benchmark test datasets, scalability in
terms of higher resolutions and dataset sizes, good security for all uploaded content, and a user-friendly
interface for non-technical users.

One of the most important activities that need to be performed at this point is Researching Face Manipulation
Methods and Detection Techniques. This includes detailed knowledge of the different Types of Manipulation,
including Al-based deepfakes (most commonly using GANs or Autoencoders for face reenactment and face
transfer), direct face swap, face reenactment (facial expression and pose transfer), face morphing (merging two
faces), and classic image editing methods like splicing, copy-move, and inpainting. Simultaneously, the project
will extensively research Existing Detection Approaches, focusing on state-of-the-art methodologies.

Finally, Accurately Defining Performance Metrics is necessary in order to measure the system's effectiveness.
The key metrics are Accuracy (absolute correct predictions of manipulated/original, achieving >90% on
benchmarked data); Precision (a ratio of correct predicted manipulations to all predicted manipulations,
preventing false positives); Recall (Sensitivity) (ratio of correct predicted manipulations to all actual
manipulations, preventing false negatives); the F1-Score (harmonic mean between precision and recall,
providing a balanced measure); AUC-ROC (Area Under Receiver Operating Characteristic Curve), quantifying
the model's capacity to discriminate between classes for different threshold settings and being especially
crucial for confidence scores.

3.1 Data Collection and Preprocessing:

e Collected publicly available deepfake samples from datasets such as FaceForensics++, Celeb-DF, and DFDC
for diversity and high-quality real and manipulated face samples.

o Used deployed face detection algorithms (e.g.,, MTCNN or OpenCV's Haar cascades) to crop and mask facial
regions from images or video frames for model training specifically.

e Extracted significant frames from videos at regular time intervals to eliminate redundancy without
compromising temporal continuity for sequential model input.

e Performed standard preprocessing methods such as resizing, pixel normalization, and data augmentation
(flipping, brightness adjustment) to improve model generalizability.

e It was difficult correctly marking each video or image frame as original or altered in order to permit
supervised training and guarantee the model would be able to correctly tell true from false information.

3.2 Feature Extraction:

e Deep Convolutional Neural Networks such as ResNet or Xception were employed to generate high-level
spatial features of facial areas, detecting texture and structural abnormalities.

e For video inputs, frame-by-frame features were propagated through LSTM layers to acquire motion-based
artifacts and temporal inconsistencies that are characteristic of tampering.

e Pre-trained model intermediate layers were used to obtain high-level, multi-scale embeddings that capture
subtle image differences between faked and real images.

e Techniques such as Global Average Pooling and PCA were used to decrease feature size without losing facial
representations that are vital, improving model accuracy and speed.

3.3 Model Selection and Training:

e The network employs a hybrid model with a pre-trained CNN (e.g., ResNeXt-50) as the spatial feature
extractor and an LSTM layer for capturing temporal patterns within video streams to identify deepfake actions
in the long run.

e Large-scale face recognition model pre-trained weights were fine-tuned on the manipulated face datasets
for peak performance and minimized training time while guaranteeing generalizable features.

e The model was trained on labeled data using cross-entropy loss, Adam optimizer, and appropriate
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regularization (dropout, early stopping) to prevent overfitting and to generalize well.

e Performance was validated on a validation set at frequent intervals by metrics such as accuracy, precision,
recall, and F1-score, and suitable hyperparameters were adjusted to enhance model stability.

3.4 Feature Engineering and Selection:

e Convolutional layers trained beforehand to catch spatial features such as texture, edge continuity, and facial
symmetry—essential for identifying manipulations in face images.

e In video frames, features are fed through Long Short-Term Memory (LSTM) layers so that they can detect
motion artifacts and inconsistencies that indicate deepfake manipulation.

e Additional features such as facial landmarks, eye blink rate, or head pose variability can be added to
improve the learned features and the accuracy.

e Redundant or less informative features are minimized through methods such as Principal Component
Analysis (PCA) or mutual information ranking in order to enhance training efficiency and model performance.
3.5 Model Evaluation:

e The model was compared against critical performance metrics like Accuracy, Precision, Recall, and F1-Score
that gave an end-to-end evaluation of its performance to identify both genuine and fake faces.

e A confusion matrix was utilized to be able to view true positives, false positives, true negatives, and false
negatives, which gave further insight into model mistakes.

e Stratified sampling was employed in order to divide the data into train, validate, and test sets in having
similar class balance and strong generalization in unseen data.

e Receiver Operating Characteristic (ROC) curve and Area Under Curve (AUC) score were employed to test the
power of the model to distinguish between genuine and fake inputs at different thresholds.

3.6 Comparison with Baseline Methods:

e Early baseline models using hand-crafted features such as eye blink frequency, face symmetry, or skin
texture analysis were shown to generalize poorly, especially on high-resolution deepfakes, and only moderately
accurately.

e Baselines were created by pre-trained models such as VGG-16 and plain ResNet without temporal modeling.
Although these worked well with static images, they did not perform well in processing sequential
inconsistencies in video data.

e Our end-to-end ResNeXt-50 for spatial processing and LSTM for temporal ordering model outperformed
baselines consistently on F1-score, real-time response, and robustness over a variety of datasets.

3.7 Ethical Considerations:

o The system analyzes facial data, which is sensitive biometric data. Training and testing data used is gathered
from public databases guaranteeing adequate consent and ethical use.

e Although this system is designed to identify manipulations, these technologies can be exploited for
surveillance or discrimination. Measures to avoid abuse and ensure proper deployment must be implemented.
e The outputs of the model cannot be easily explained because deep learning is too complex. The future would
embrace explainable Al (XAI) tools in a bid to increase end-users and stakeholders' transparency.

e The app must be applied solely in situations that are favorable to ethical use, including the fight against
disinformation, the defense of public figures, or guaranteeing originality of legal evidence—not for voyeuristic
and unauthorized eavesdropping.

3.8 Result:

e The model was more than 90% accurate in identifying real vs. fake faces in benchmark datasets such as
FaceForensics++ and Celeb-DF.

e It possessed superb precision and recall, particularly in video streams where inconsistencies in time were
well identified through the LSTM module.

e The system handled both live webcam video and uploaded media files with low latency, facilitating real-time
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analysis.

e Face detection was performed and highlighted with bounding boxes and demographics overlays to enhance
user experience and system transparency.

e The model performed reliably on actual, non-training data, with outstanding generalization and real-world
applicability.

Uploading of a video to check if its real or fake:

Deepfake Detection

» 0:00/0:37

Sequence Length:20

Figure 1: Uploading Fake Video

3.8.2- Output Display
Once the user uploads the video, the application shows the result:

Frames Split

Deepfake Detection
;a;:pped Frames ’

4 CEEE—— >

Play to see Result
FAKE 100.0%

Result: FAKE "

Figure 2: Output of the Fake Video
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IV.  CONCLUSION

This work effectively proves the use of machine learning methods—specifically, the use of a mix of CNN and
LSTMs—to detect face manipulation with high precision. With the use of pre-trained models in extracting
spatial features with the addition of temporal analysis, the system can successfully recognize natural
contradictions in images and video clips with accuracy.

The real-time, modular design developed using Flask provides scalability, user access, and realistic deployment
in social media monitoring, digital forensics, and content verification applications. Further features such as
privacy-aware design, demographic overlays, and support for multiple faces make the system's use easy and
provide dependability.

With high benchmark performance on benchmarked datasets and acceptable real-world application, this work
paves the way towards future deepfake detection and responsible Al-based content authentication. Future
research and development will render it even more robust to changing manipulation algorithms.
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