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ABSTRACT 

This project introduces a secure Online Voting System that enables remote voting through Aadhaar-based 

authentication in conjunction with OTP verification. The advantages of an Online Voting System are 

improvements over traditional voting methods and systems are well documented: removal of manual errors, 

virtually unlimited accessibility, and reduced waiting times and queues. The Online voting system has been built 

using HTML/CSS/JS/PHP and MySQL, and provides a clean and simple interface for users, encrypted storage of 

voting data, and real-time generation of results. Admins can set up and manage elections and export result 

summaries in PDF and/or CSV formats. The Online Voting System is engineered for scalability and transparency 

and will engage voters, particularly non-resident Indian voters, older voters and voters from rural areas, which 

fits in to the Digital India initiative. 
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I. INTRODUCTION 

Democratic electoral processes give citizens the ability to participate in government decision making on a 

limited basis through fixed term voting. Historically, voting has been done through paper ballots and/or 

electronic voting machines (EVMs), yet changing technology is making these and other traditional means of 

voting inefficient and increasing the need for voting applications that can scale securely and efficiently.  

With the uptake of online applications for banking and health care, online applications in the context of 

governance, especially electoral, have become more prevalent. Online voting - or e-voting - largely takes shape 

as a solution to reduce human error, speed up counting, and increase access to voting that extends beyond a 

physical booth. 

II. LITERATURE REVIEW 

Currently, e-voting systems around the globe differ in the technology and reliability of the system, for example, 

Estonia's e-voting system is recognized as a big success story because of its advanced digital ID program. You 

can think of Voatz, a blockchain-based voting system, which has immutability, but has performance issues with 

scalability and complexity limitations. Biometric systems allow voting identity to be secured but require 

expensive and specialist hardware. While OTP-based systems are scalable, they provide a balance of security 

and underserved access for developing nations, such as India. 

III. EXISTING SYSTEM 

The existing systems in India, paper ballots and EVMs, stipulate voting in person with accountability. They are 

also affected by issues such as booth capturing, impersonation, accountability, and logistics. There is no 

infrastructure to vote remotely or through a centralized process. All web-enabled systems are prototypes, few 

are secured with modern strong authentication based deals, and encrypting the vote is elusive. They are 

inefficient when we consider emergency situations in which traditional voting is no longer an option (like the 

pandemic) and do not accommodate voters who may have mobility issues, like NRIs. 

IV. PROPOSED SYSTEM 

This project suggests a digital voting platform, allowing users to vote from their chosen locations. Voters sign 

into the system based on an Aadhaar number as well as an OTP that is sent to their mobile number. Each vote 

will be encrypted and saved anonymously. The platform has modules for registration, vote cast, election results 

generated, and admin control (portal) with one person one vote rule and monitoring real-time votes. The voting 

platform has modules for registration, vote cast, election results generated, and admin control (portal) with one 
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person one vote facility and monitoring in real time. The site is developed with PHP, HTML, Javascript, and 

MySQL scale and efficiency which would reduce the cost of traditional elections. 

V. METHODOLOGY 

The project utilized a Software Development Life Cycle (SDLC) methodology. At the initial stages of the project, 

we were working to determine the disadvantages of manual voting, researching user needs, and came up with 

UML Diagrams. For the development of the project, we utilized a modular form, which separated the frontend, 

backend, and database. Each work package was functionally tested modularly, and everything went through 

security testing and performance testing to be user-friendly and durable. The methodology ensured that the 

work was traceable, testable and iterative. 

 

Figure 1: Methodology 

VI. SYSTEM ARCHITECTURE 

The system is built upon a three-layer architecture that consists of a front end (that is, user interface), a back 

end (which contains business logic), and a database (where information is stored). Each layer is modular and 

completes its task. The front end collects and receives user input and displays the result. The back end saves 

user information, facilitates authentication, and manages the voting process. The database reliably and securely 

captures user information and voting information. Included in the design is maintainability, to make going 

forward easy for the future. 

. 

Figure 2: System Architecture 
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Input Acquisition and User Interaction Layer 

This layer will handle all user interactions. It involved registration, OTP-based login, and vote submission forms. 

It was built with responsive web technologies and is usable from mobile or desktop. Input validation helps with 

secure and error-free data. This layer emphasizes simplicity, ensuring that people of all experience levels can 

easily participate. 

Data Collection and Parsing Layer 

The Data Collection and Parsing Layer is one of the most important components in the Online Voting System. 

The Data Collection and Parsing Layer acts as a conduit between user interface and the database, and the data 

needs to flow accurately, safely, and be processed correctly. This layer deals with the data inputted by voters in 

important exchanges between the user and the system. These exchanges include, voter registration, 

authentication through Aadhaar and OTP, and voting during the election. Whenever a user submitted any kind 

of data, the data layer will follow the necessary procedures before the data is saved into the database or passed 

on for further processing. 

AI Powered Summarization Layer 

Although it isn't in place today, future versions can leverage AI to assess voting patterns (both participation and 

feedback) and determine important trends. Natural Language Processing (NLP) tools could work to process 

feedback from voters or to discover anomalies. AI can assist with forms of reporting and recommend decisions; 

mid-election or post-election. 

API integration and Communication Layer 

This layer is responsible for secure communication between the system and third-party services. It has plans to 

add Aadhaar authentication APIs, OTP SMS gateways and blockchain nodes in the future. Another layer will be 

added, which will support admin dashboards, analytics services, and more! The system will be extendable and 

modular. 

Security and Access Control Layer 

Security is maintained in multiple ways with OTP-based authentication, encrypted storage of votes, and role-

based access for admins. Sessions will be aut-terminated and user inputs sanitized. Admin access is via 

password protected pages, and recent audit logs are kept. These security measures are in place to maintain user 

privacy and integrity of actions in the system. 

Output Visualization and Download Layer 

This aspect of the system is designed to give eloquent, easy-to-understand election results for authorized users.  

The voting result is easy to understand, while maintaining the privy information of who voted for who. 

Authorized users (or Admin users) have the ability to see the totals live and download them for later use.  The 

key benefits include: 

 Graphical representation: The results are represented as bar charts & tables for quick understanding and 

clarity. 

 Live results: The votes/total will be immediately displayed as voting is taking place or ends. 

 Privacy protecting: Only the overall totals are displayed, therefore making concern of individual votes 

private. 

 Export: Admin users can export totals and logs in multiple formats, such as PDF or CSV. 

 Userinterface: The admin dashboard is designed for admin user ease. 

Testing and Evaluation 

To provide coverage for the Online Voting System, we performed several tests to help us ensure the online 

voting system would perform effectively and safely. These tests would provide detail whether or not the system 

would function to normal use and properly, have stabilities during peak hours of traffic, and protect the system 

from probable user vulnerabilities. Below, we indicate with checkmarks and some descriptions of what we were 

able to cover: 

 Functional Testing: All of the main features, including registration, OTP login, and vote casting, worked 

correctly as expected. 
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 Integration Testing: All components of the system—the frontend, backend, and database components—

communicated together. 

 Performance Testing: The system performed well, and responded quickly and efficiently during use. 

 Load Testing: The online voting system was successful at running correctly and did not crash even when 

multiple users were active at the same time. 

 Security Testing: The online voting system contained adequate defenses against SQL injection, XSS, and 

unauthorized access. 

 Usability Testing: The user experience was easy to use on any mobile device and easy for the different users 

to follow. 

VII. RESULTS AND DISCUSSION 

 

Figure 3: SecureVote login page with test account credentials 

 

Figure 4:  A two-factor authentication interface 
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Figure 5: Dashboard showing active elections and pending votes 

 

Figure 6: Election results page 

 

Figure 7: Admin Dashboard with election management 
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VIII. CONCLUSION 

The Online Voting System developed creates a streamlined, scalable, and secure method of voting that has the 

potential to replace or supplement existing votes. It is suitable for most elections in academic settings, and 

institutions, and likely municipal elections. Further implementation of blockchain, biometrics, and AI may lead 

the Online Voting System to be suitable for governmental purposes on a broad-level and in turn elevate our 

society to be more technologically advanced in a democratic and inclusive way. 
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