TRJ ETS

e-ISSN: 2582-5208
International Research Journal of Modernization in Engineering Technology and Science
( Peer-Reviewed, Open Access, Fully Refereed International Journal )

Volume:07/Issue:12/December-2025 Impact Factor- 8.187 WwWw.irjmets.com
ADVERSARIAL MACHINE LEARNING: ATTACKS, DEFENCES AND
FUTURE CHALLENGES

Prof. Devang Bhatt™1, Prof. Tarjanee Vyas™?
“L2Department of Information Technology, Gyan Manjari Innovative University, Bhavnagar,
Gujarat, India.

DOI: https://www.doi.org/10.56726/IRJMETS86711

ABSTRACT

Adversarial Machine Learning (AML) has emerged as a crucial research area due to the increasing deployment
of machine learning models in high-risk domains such as healthcare, banking, autonomous navigation, and
cyber security. Despite their strong predictive capabilities, these models remain vulnerable to adversarial
attacks—carefully crafted inputs designed to mislead the system. Common forms of attacks include evasion
attacks that manipulate test-time inputs, poisoning attacks that contaminate training data, and model-
extraction attacks that exploit model outputs to replicate proprietary systems. Over the years, multiple defense
mechanisms such as adversarial training, input filtering, robust optimization, and detection frameworks have
been developed, yet none provide universal robustness due to the adaptive nature of attackers. This review
paper presents key attack strategies, examines state-of-the-art defensive techniques, and outlines future
research challenges including certified robustness, adaptive defenses, ethical considerations, and scalable
robustness evaluation.
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I.  INTRODUCTION

Machine learning (ML) models have become central to modern intelligent systems, providing capabilities such
as image recognition, fraud detection, medical diagnostics, and autonomous control. As these systems influence
real-world decisions, ensuring their security and reliability is essential. Traditional ML focuses on accuracy and
performance; however, recent research highlights that ML models are highly susceptible to adversarial
manipulation. Minor, imperceptible perturbations in input data can cause incorrect predictions, raising critical
concerns regarding safety, fairness, and accountability.

The term Adversarial Machine Learning refers to the study of how adversaries exploit weaknesses in ML
models and how such threats can be mitigated. Current research explores attack vectors, model vulnerabilities,
and defense strategies. This review highlights major adversarial attack types, defense mechanisms, evaluation
practices, and future challenges essential for building secure ML systems.

II. METHODOLOGY

This review follows a structured methodology focusing on established research from top journals, conferences,
and recent advancements in AML. Keywords such as “adversarial attacks,” “robust ML,” “adversarial defense,”
and “evasion/poisoning attacks” were used to identify relevant literature. The paper categorizes adversarial
threats, summarizes widely adopted defense approaches, and analyzes comparative results reported in
research studies. The methodology ensures comprehensive coverage of AML trends and future research needs.

Types of Attacks
Adversarial attacks are grouped based on access level, attack timing, and model interaction.
Types of Defenses

Defensive techniques are classified into proactive, reactive, and hybrid methods to offer a structured
understanding of modern AML protection techniques.
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III. MODELING AND ANALYSIS
1. Major Adversarial Attack Strategies

Adversarial attacks commonly fall into three categories:

A. Evasion Attacks

These attacks modify test-time inputs to trick the model. Examples: FGSM, PGD, Deep Fool.
B. Poisoning Attacks

Attackers manipulate training data, affecting model behaviour long-term.

C. Model-Extraction Attacks

Adversaries query a deployed model and recreate a similar one.

Table 1: Summary of Major Attack Types

Sr.
No Attack Type Target Stage Description
1. Evasion Attack Testing Phase Perturbs input to fool predictions
2. Poisoning Attack Training Phase Corrupts data to degrade accuracy
Replicates model via repeated
3. Model Extraction Deployment P . viarep
queries

Injects hidden tri fort ted

4. Backdoor Attack Training fyects il .en rlg.g'ers. ortargete
misclassification

Equation 1: FGSM Attack Formula
(Most fundamental adversarial attack equation)
Xadv = X + € - sign(V,J(6,x,y))
Meaning:
® X,4v:adversarial example

e x:original input

€: perturbation strength

J: loss function

6: model parameters

e y:true label

Equation 2: PGD (Projected Gradient Descent) Attack
(More powerful adversarial attack — widely cited)

Xer1 = lpxe (X¢ + a - sign(V,](6, %, ¥)))
Meaning:

e PGD iteratively updates the adversarial sample

e q«is step size

o [lis projection onto allowed perturbation region
Equation 3 (Optional): Adversarial Training Objective

(If you want to include one more for research weight)
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min Ey . .p[max ]J(6,x +§,
) xy)~D [IISIISe ]( Y)]
This equation formally defines robust training.
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Figure 1: Basic Flow of an Adversarial Attack
IV.  RESULTS AND DISCUSSION

Studies show that no single defense mechanism provides complete robustness against adversarial attacks.
Adversarial training improves resilience but increases computational cost. Preprocessing methods such as
denoising or input compression offer partial protection but fail against adaptive attackers. Certified defenses
guarantee mathematical robustness but remain limited to small models and datasets.

Table-based comparisons across research papers reveal that models trained with PGD-based adversarial
training demonstrate higher robustness than those relying solely on feature squeezing or gradient masking.
However, new adaptive attacks continue to bypass existing defenses, emphasizing that adversarial ML is an
ongoing arms race.
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Figure 2: Model Accuracy vs Attack Strength
V. CONCLUSION

Adversarial Machine Learning continues to be a critical research domain as ML systems expand into sensitive
applications. Although various attack and defense strategies have been explored, achieving complete and

www.irjmets.com @International Research Journal of Modernization in Engineering, Technology and Science

[786]



TRJ ETS

e-ISSN: 2582-5208

International Research Journal of Modernization in Engineering Technology and Science
( Peer-Reviewed, Open Access, Fully Refereed International Journal )

Volume:07/Issue:12/December-2025 Impact Factor- 8.187 WwWw.irjmets.com

universal robustness remains a major challenge. Future research must focus on developing adaptive defense
mechanisms, enhancing certified robustness techniques, improving model interpretability, and establishing
standardized evaluation benchmarks. Addressing these challenges will help build secure, reliable, and
trustworthy Al systems.
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