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ABSTRACT 

An abstract - Growing demand for memory control reliability in embedded systems requires solid DMA 

controllers with embedded error detection. A compact ECC-enabled DMA controller designed in Verilog HDL 

with 4-bit ECC for 8-bit data, programmable single/burst transfer modes, and real-time error detection is 

proposed in this paper. The design has been verified and FPGA-tested and achieves low-latency transfers (2 

cycles single, 5 cycles burst) and 100% error detection for errant addresses. Hardware-efficient, it is an ideal fit 

for IoT, industrial automation, and real-time systems and makes way for VLSI breakthroughs in memory 

integrity and semiconductor self- sufficiency. 

Keywords: DMA Controller, Memory Integrity, Lightweight ECC, Error Detection, Embedded Systems, Verilog 
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I. INTRODUCTION 

In advanced embedded environments and high-performance computing platforms, an efficient memory-to-

peripheral transfer is ever essential to reduce the processing load on the system CPU. Thus DMA controllers 

started the chain of fundamental building blocks in these platforms by direct transfer of data with little-to-no 

CPU operation. As systems increased in complexity, and integrity became a top concern in safety-critical 

applications, the automotive, aerospace, and medical device fields now require fault-tolerant, flexible DMA 

controllers that can be made to work under a diverse set of application demands. 

Conventional methods of DMA design, which usually op- timize for throughput versus fault tolerance, appear to 

have no place where reliability is an assumption. Hence, this paper further explores the design, implementation, 

and verification of an 8-bit high-performance DMA controller system integrated with a memory controller 

having error detection features. Such a system supports different modes of transfers: single transfers and burst 

transfers, which together implement a compact Error Correction Code (ECC) mechanism to assure data 

integrity during the memory operations. The design has been implemented using Verilog Hardware Description 

Language (HDL) and was verified through a robust testbench to demonstrate the working and reliability of the 

functionality under various operating conditions, including error conditions. 

The motivation for this project stems from the need for an efficient but flexible DMA solution that caters to 

time, resource utilization, and reliability considerations. Indeed, sophisticated DMAs in modern SoC 

implementations are expected to sup- port features like multi-channel support and complex interrupt handling; 

however, being resource-consuming, they become not-so-suitable for resource-constrained embedded systems. 

Simple DMA implementations, on the other hand, may not be flexible enough to cater to diverse transfer 

requirements or may lack memory access fault detection/reporting capabilities. Our design remedies these 

shortcomings by delivering a modular design, which consists of the programmable DMA controller and memory 

controller that detects address boundary faults and provides data integrity via ECC. The complete system 

consists of three main modules: (1) A DMA controller for managing data transfer upon external requests and 

modes of operation; (2) A memory controller that interfaces with a 256-byte memory array and incorporates 

ECC-based error detection; (3) A top-level module that integrates the aforementioned components into a single 

system. 
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II. LITERATURE REVIEW 

[1] An FPGA-Based Verification Platform for High-Speed Interface IPs 

Today's Sac designs assemble many CMOS ICs for die-2-die (D2D, or chip-2-chip, C2C) integration, usually 

employing 65nm to 7nm technologies. High-speed interface (I/F) IP servers and memory (DDR or Flash 

memory) are connected to the CPU via HBM, 2.5D, and/or Sip using Pie 4.0 or Nave protocols. D2D comprises 

silicon to photonics (Ship) Ics, advancing to chip let technology, to enable heterogeneous CMOS and Ship 

integration for high-data rate communications at 100 Gaps (25Gbps ×4 channels) or more. Data transmissions 

of the chip let intra-connection must be tested, validated, and verified in one or both D2D and/or CMOS (si-to-

si) to Sip substrates. An efficient FPGA-based platform for verification suitable for this need. 

In order to verify high-speed I/F Ips at 100 Gaps and up to 400 Gaps (100 Gbps×4 channels), this study suggests 

a customised FPGA platform. Its output to a network interface card (NIC, Ethernet 4.0) is tenable to a photonics 

module via RX/receiver IC and Tax/driver IC of a PAM4-based server. For suggested applications, the 

characteristics and performance of data transfer metrics including latency, bandwidth, and Bit Error Rate (BER) 

can be monitored and verified. 

[2] Micro architecture Design and Verification of NAND Flash Memory Controller using System Virology 

Flash memory, which has a NOR or NAND structure and is non-volatile, is renowned for its small size and quick 

page access speeds. This is particularly crucial for situations where the highest-density memory is provided by 

the smallest footprint. For the purpose of verification, our project entails creating a NAND FLASH memory 

controller. Investigating System Virology for verification, which encompasses the design and implementation of 

the generator, driver, monitor, and scoreboard, is one of our primary goals. In order to overcome the difficulties 

of NAND flash memory controllers and guarantee compatibility with different types of NAND flash memory, our 

method combines hardware and software engineering. 

A NAND Flash Memory Controller that sets new benchmarks for NAND flash memory technology will be 

produced by optimising data transfer rates, error correction, wear levelling, and performance. In conclusion, 

our initiative seeks to transform NAND flash memory storage by offering dependable, economical, and effective 

solutions for a range of applications, including data centers and consumer electronics. 

[3] Design and Implementation of 32-bit SDRAM Memory 

One of the four main technologies utilised in a computer system's memory hierarchies is dynamic random-

access memory (DRAM). Synchronous DRAM (SDRAM) is introduced to increase DRAM's operational speed. 

Additionally, to control the data flow between the chosen application and the SDRAM, a memory controller is 

needed. Nevertheless, a high-speed memory controller that can handle a high-performance processor would 

need a lot of dynamic power. Therefore, this paper suggested using clock gating to lower the dynamic power 

dissipation of a 32-bit SDRAM controller. The clock gating cells were added in DC and further optimised in ICC 

when the design was implemented in an Application Specific Integrated Circuit (ASIC). 

At the conclusion of this investigation, clock gating was found to reduce the memory controller's dynamic 

power by 44.7% when compared to the case without clock gating. The voltage drop in the power network was 

thus 57.1 mV, or 2.54%, while an average register gating efficiency of 61.6% was attained. In summary, the 

findings demonstrate that clock gating is a useful technique for maximising dynamic power while preserving 

the memory controller's functionality and performance. 

[4[ Constructing effective UVM Test bench by using DRAM memory controllers. 

This document provides a simple testing framework for DRAM memory controllers. The proposed verification 

architecture, which is based on universal verification methodology, makes use of features shared by several 

DRAM memory controllers that provide standardised test-cases, UVM components, scoreboard, and payload. As 

few macros, methods, and classes as feasible are used in the given verification architecture. The suggested 

verification architecture allows for the reuse of UVM tests. One of the best topics in VLSI has been Sac 

Verification. More than 70% of the time is spent on the verification procedure. Consequently, a robust and 

reusable verification environment is needed. A workable answer to these problems is the universal verification 
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approach. It also shows how to create an effective verification environment and validate an IP in a few easy 

steps. Traditional verification and UVM-based verification are compared in a Sac case study. 

[5] A driver-based approach format transfer between FPGA-GPU. 

The power wall persists despite the fact that many modern HPC clusters use GPUs as accelerators to increase 

their performance per watt. Because customers can create a custom accelerator tailored to their application, 

the usage of FPGAs highlights the need for increased power efficiency. Another promising option is the hybrid 

strategy using FPGAs and GPUs. Due to the lack of native support for direct FPGA-GPU DMA transfers, data 

transmission between FPGA and GPU remains a major barrier. Two direct FPGA-GPU data transmission 

techniques are implemented and evaluated in this work. The GPU's DMA gained only 300 MB/s by mapping 

FPGA memory on the BAR addresses space; this was slower than indirect transfer via the host's main memory. 

In the second way, the FPGA's DMA starts data flow while the NVIDIA GPU Direct API transfers GPU memory to 

the BAR address space. The FPGA-to-GPU bandwidth over the Gen3 x4 bus reached 3.25 GB/s, which is more 

than 80% of peak bandwidth, even though GPU-to-FPGA data transfer is still unsuccessful using this method. 

This outcome was even faster than Host-GPU DMA transfer, outperforming FPGA-Host-GPU transfer by 1.6. The 

second approach is anticipated to be portable for other FPGA DMA controllers because it is implemented by a 

tiny extension on Xilinx's XDMA driver. 

[6] Aco -Optimization of Software and Hardware for PCIe Based Small Packet DMA Transfer. 

The effectiveness of Pie DMA with short packet transfers becomes a crucial performance barrier in order to 

satisfy the development requirements of high-throughput networks. We concentrate on the symbiotic co-

optimization of hardware and software in order to enhance DMA transfer for tiny packets over Pie. The 

system's bandwidth has been greatly increased, especially for small packet transfers, by improving the software 

driver with descriptor polishing, utilising multicourse for parallel processing, and utilising the exceptional 

potential at the hardware level. 

We evaluate the VC709 FPGA's DMA read and write bandwidth and utilisation rate performance after 

optimisation. The average DMA read bandwidth in a randomised test scenario is roughly 5.3 GB/s, which is 

123% more than the unoptimised system bandwidth. When compared to the unoptimised system bandwidth, 

the average DMA write bandwidth is roughly 5.8 GB/s, which is a 136% improvement. Furthermore, the 

average read and write latencies decreased by 15.12% and 23.96%, respectively, in the randomised test 

scenario. 

[7] Multiple cells upset correction in memories using difference set codes 

Error Correction Codes (ECCs) are frequently employed to prevent soft errors in memories. Multiple Cell Upsets 

(MCUs) are increasingly frequent and impact more cells as technology grows. Using sophisticated ECCs that can 

fix several errors per word is one way to safeguard memories from MCUs. Recently, it has been suggested that 

one step of the majority logic decodable codes be used for memory applications. Among these codes are 

Difference Set (DS) codes. This paper presents a method that uses Difference Set codes to shield a memory from 

MCUs. The suggested method provides improved error correcting capabilities by taking advantage of the 

features of DS codes and the localisation of mistakes in an MCU. 

The decoding time is also decreased by using the characteristics of the DS codes. Estimates of circuit area and 

speed are given, and the concept has been implemented in HDL. 

III. MODELING AND PROPOSED SYSTEM 

In this work, architecture and implementation of a Direct Memory Access (DMA) with Memory Controller were 

done under modular and structured methodologies aimed at low- latency and high-bandwidth memory data 

transfer, without CPU intervention. The project revolves around custom RTL design using Verilog HDL so that 

data flow control for maximum exploitation of available resources is possible. The system was designed for 

real-time fault-tolerant operation and verified through simulation prior to FPGA synthesis and implementation. 

Memory application very much allows programmable DMA controller and memory module for efficient and 

reliable move operation from memory to memory without the intervention of any processing units. Such 
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designs enable the real-time op- eration via FSM controls with an easily scalable integration in other digital 

subsystems. A DMA controller comprises a finite state machine or FSM model with four states: IDLE waiting for 

a start signal; READ when it fetches the source; WRITE stores into the destination; and DONE, which marks the 

end of the transfer procedure, returning to IDLE. This implementation allows autonomous memory-to-memory 

transfers. 

Dedicated memory controller couples a dual-port memory block—either designed as register arrays or inferred 

block RAM (BRAM)—to allow concurrent access during DMA execution. Such close integration of memory and 

DMA con- troller brings the very high, very reliable data transfers. To facilitate the real-time debugging and 

usability aspects, the design comprises hardware interface using switches to initiate DMA events and LEDs for 

transfer status and completion indications for easy visual verification and testing. 

Functional correctness is verified using Xilinx Vivado for RTL simulation. In this phase, FSM transitions, 

memory read/write operations, and transfer completion flags assertion tests are carried out. Testbenches 

simulate various data patterns and edge cases like zero-byte transfers to ensure correct data transfer. Such 

simulations validate correctness before design synthesis. Synthesis is also done in Xilinx Vivado, where 

constraints are set to map the I/O ports and define clock domains, as well as meet the timing requirements. 

After synthesis, the design is loaded onto the PYNQ-Z2 FPGA board and tested under real-life conditions. Test 

all aspects of the design in terms of latency (time from trigger to completion), throughput (no. of bytes 

transferred per clock cycle), and correctness of data (integrity of the transferred data). 

The DMA controller shows very efficient transfer mechanisms with quite low overhead for a wide variety of test 

cases. This design enables fine-grained control of timing and data while also eliminating protocol overhead, 

thus reducing the complexity of logic. This provides not only a practical but also an educative platform to have 

low-level memory interfacing and FSM-based. 

 

Fig. 1 Flow chart of the DMA controller operation 
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3.1 FLOW CHART 

As shown in the Fig 1 the Direct Memory Access (DMA) controller is an FSM- modeled controller introduced 

here to support single transfer as well as burst transfer modes. Upon the reception of the very first signal, 

which may either be a start or a reset, the controller comes out of IDLE state. The controller in IDLE state is 

waiting for incoming DMA request signals. When DMA request is asserted (dma_req), it acknowledges the 

request and goes on to determine the transfer mode based on the control input fed into it. 

In case the transfer mode is single transfer (mode = 01), the controller will go into the Transfer State, writing 

one data word to memory while incrementing the transfer counter and completing the operation; for a burst 

transfer (mode = 10), the transfer counter would be set up for multiple-word transfers while the controller 

keeps writing data words to memory, after each transfer: increment the transfer counter. 

Upon all transfers having been carried out, the controller checks whether the burst is completed. After a 

specified number of data words have been successfully transferred, the controller enters the COMPLETE State: 

the transfer ends, reads from memory if it is required, and returns to IDLE awaiting another DMA request. 

This FSM has been designed to allow anywhere from very simple memory transaction types to fairly complex 

ones, while assuring that the system’s reliability and performance is never compromised; for a given memory 

transaction, low latency is achieved maintaining the efficient use of system resources. 

IV. IMPLEMENTED DESIGN 

The implementation of the proposed the DMA Controller of the advanced Scatter-Gather DMA controller begins 

with writing the design in Verilog Hardware Description Language. The entire system is divided into modules 

such as the DMA controller, memory interface, and control logic based on a Finite State Machine. Each module 

is coded separately and then integrated to form the complete design. The Verilog code defines inputs such as 

clock, reset, start signal, and descriptor address, and outputs such as memory control signals and completion 

interrupt. The FSM logic is described using sequential and combinational blocks to control descriptor fetching, 

read and write operations, and transfer completion. 

The project is implemented using Verilog HDL and simulated using Xilinx Vivado. The advanced Scatter-Gather 

DMA controller is designed in a modular way, including components such as the Finite State Machine. (FSM), 

memory interface, descriptor handling unit, and ECC logic. These modules are interconnected using signals like 

memory address, data lines, and control signals for read and write operations. The FSM controls the overall 

data transfer process by moving through states such as idle, fetch, read, write, and complete. A Verilog test 

bench is developed to simulate the system by generating clock and reset signals, initializing memory with 

descriptors and data, and providing a start signal to trigger the DMA operation. 

The design is compiled and simulated in Vivado, and waveform analysis is used to verify the behavior of signals 

such as address updates, data transfer, and FSM transitions. The results show that the DMA controller correctly 

fetches descriptors, performs data transfer between non-contiguous memory locations, and generates an 

interrupt signal after completion. The ECC logic is also tested during simulation, where errors are introduced 

and successfully detected, ensuring reliable data transfer. Since the implementation is fully simulation-based 

without FPGA hardware, it provides an efficient and cost-effective way to validate the functionality and 

performance of the proposed system. 

V. RESULTS AND DISCUSSION 

As shown in the Fig 2 and 3 schematic, the modular and speedier architecture in DMA is meant for data 

transfers from the peripheral side into the memory. The two main modules of the architecture are as follows; 

DMA controller, memory controller. Well, both these two modules will do the least with processor involvement. 

The two modules are thus from the same shared clock (clk) under the same reset (rst n) to synchronize them 

further in their operation. This configuration is typical for embedded and high-performance computing systems 

because of the unavailability of enough processor cycles. The other aspect from control signals like dma req, 

model[1:0], is intended to provide a flexible link only for data flow with the result of improved throughput and 

responsive- ness in real-time, time-critical applications. 
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5.1 Vivado Waveform Simulation 

A wide-ranging simulation is done to verify the correctness and timing accuracy of the proposed data 

transmissions archi- tecture based on DMA. From this simulation, the waveform shown in Figure 3 shows the 

interaction with DMA Controller, Memory Controller, and some peripheral data source over several clock 

cycles. 

Once the reset signal rst n, which is active-low, is de- asserted, the system will come from the idle to 

operational state. In this point, the simulation started by asserts the dma req signal from the peripheral for 

indicating a data transfer. For this reason, peripheral data[7:0] is a data value of 0xAB, mode [1:0] is configured 

with a value of 01, thereby configuring the DMA Controller in one specific transfer mode (for example, single 

transfer mode). The addr[7:0] signal defines the memory address (0x10) which will be data transferred into. 

The acceptance of the request by the DMA Controller will be accompanied by an assertion of all necessary 

handshake signals thereby completing the other side of a data transfer to the memory controller. At this point, 

the memory writes the data to the given address. The operation is con- firmed with the rising edge of the signal 

mem data out[7:0] which now has the value 0xAB indicating successful transfer. Transfer done has a high pulse 

indicating that the transaction has been successfully completed. 

 

Fig. 2 DMA and Memory controller Block Diagram 

 

Fig. 3 Simulation results showing DMA operation. 
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The timing diagram reassurance for the design ensures safety and accuracy in the mediation of asynchronous 

peripheral data transfer with little intervention of the processor into the activity. Each transaction is thus 

carried out within a predictable latency limit, demonstrating that this design has been intended for real-time 

low-latency data transfer-an invaluable attribute in the embedded and high-performance computing systems. 

5.2 FPGA Implementation Results 

This section presents comparisons of the proposed ECC- based DMA design and other existing schemes for 

fault- tolerant data transmissions, like conventional single-modular systems, simple error correction 

techniques, and Redundant Array of Independent Disks (RAID) for data protection. It fo- cuses specifically on 

efficiency, capability for error detection, and overall performance features of the systems. 

 

Fig. 4 Implemented on PYNQ-Z2 FPGA Board. 

Comparison with Single-Modular Systems: The single- modular systems transmit data without redundancy, 

so the possibility of error is very high whenever there is DMA operation. The ECC-based DMA design, however, 

uses a memory controller with a memory array of 256 bytes and ECC for error detection, which defines the 

reliability of the system. 

Error Detection: Single-modular systems frequently rely on some simple mechanisms like parity bits or 

checksums, which typically fail under complex timestamps. There is a 4- bit ECC calculated with 8-bit data in 

the ECC-based design, which covers very solid error detection, which marks errors for invalid addresses. 

Fault Tolerance: On the other hand, single-modular sys- tems do not have any fault tolerance whatsoever- the 

systems stop completely on errors. The ECC-based DMA isolating errors through the error flag and hence 

keeping the system running. 

Performance: Single-modular systems are lower in la- tency, but the trade-off is in reliability. The ECC-based 

DMA incurs overhead due to ECC computation while justifying it with better fault tolerance benefits. 

Comparison with Error Detection and Correction Methods: Common techniques like Hamming Code, Reed-

Solomon Codes, and Turbo Codes detect errors and correct them using very high complexity. 

Error Management and Efficiency: Advanced codes would be much more suitable in correction-heavy 

applications but add latency. The ECC-DMA design put the most priority in fault detection and reliability of 

transfer, where applications do not require error correction but identification. 

Comparison with Other Fault-Tolerant Designs: Quorum-based designs or N-version programming provide 

redundancy but with very complex schemes for their im- plementations. Quorum-based systems include that 

replicas participate in the majority decision for their operation and thus increase the whole computational 

overhead. N-version programming utilizes just multiple versions of the software resulting in increased 

difficulty in development. The ECC- based DMA design provides a very applicable, hardware-based solution for 

reliability and efficiency over the PYNQ-Z2 board. 

http://www.irjmets.com/


                                                                                                                  e-ISSN: 2582-5208 

International  Research Journal  of  Modernization in  Engineering  Technology and Science 
( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 

Volume:08/Issue:07/July-2026                           Impact Factor- 8.187                            www.irjmets.com 

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 

[25]  

5.3 COMPARISON 

1) Higher Transfer Rate: As configured on FPGAs (Boolean Board) considering pure Verilog coding, your 

project achieves a transfer rate of approximately 256 MB/s, exceeding Kalte et al. with roughly 100 MB/s 

(ASIC/FPGA with PCI), Shalan et al. with around 80 MB/s (FPGA with AMBA Bus), and Zhang et al. with about 

200 MB/s (FPGA with AXI Bus) with much faster transfers suitable for real-time applications. 

2) Low Control Logic Complexity: In contrast to medium- to-high control logic complexity in Kalte et al., 

Shalan et al., and Zhang et al., yours is kept simple-and that makes implementation easier, less prone to failure, 

and better for embedded systems in general. 

3) Efficient Resource Utilization: Considered are 120 LUTs and 98 FFs for utilization in your project. The 

usage pat- terns remain divergent from Shalan et al., where the former consumes 200 LUTs and 150 FFs, and 

Zhang et al., where the latter consumes 180 LUTs and 140 FFs, thus making it error detection—would be 

chosen over Kalte and Shalan with moderate suitability, and Zhang with high suitability, as a  super-reliable 

solution for safety-critical applications such as 

 

Fig. 5 Simulation Result show the simulation result of proposed system. Where we can detect the error and 

correct the error 

 

Fig. 6 Block Diagram show the block diagram of proposed system. It consists of input  and  output as output. 
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Fig. 7 Internal diagram of RTL schematic The above block diagram shows the RTL Schematic i.e. internal 

architecture of proposed system 

 

Fig. 8 Estimation of power The above block diagram shows the power report i.e. power consumed in the circuit 

is 0.158w 
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Fig. 9 Estimation of Delay The above block diagram shows the delay report i.e. delay in the circuit is 2.279ns 

 

Fig. 10 Estimation of Area The above block diagram shows the area report i.e. area of the circuit is 146 

VI. CONCLUSION 

This work successfully demonstrates the design and implementation of a compact, ECC-enabled DMA controller 

tailored for embedded systems requiring reliable and efficient data transfer. By integrating error detection and 

correction mechanisms directly into the DMA data path, the design effectively ensures data integrity without 

sacrificing transfer speed or hardware efficiency. The modular architecture, comprising an encoder, syndrome 

checker, and an FSM-driven DMA controller, supports both single and burst transfer modes, making it flexible 

for various application needs. The Verilog HDL implementation and comprehensive verification confirm the 

controller's ability to manage data transfers autonomously while detecting and correcting transient errors in 

real-time. This eliminates the need for costly post-transfer error checks, which is critical for safety-critical and 

resource-constrained embedded environments. Overall, this approach provides a balanced solution that 

enhances reliability and performance, making it well-suited for integration into modern embedded platforms in 

automotive, aerospace, and medical domains. 

http://www.irjmets.com/


                                                                                                                  e-ISSN: 2582-5208 

International  Research Journal  of  Modernization in  Engineering  Technology and Science 
( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 

Volume:08/Issue:07/July-2026                           Impact Factor- 8.187                            www.irjmets.com 

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 

[28]  

Enhancement is the integration of configurable burst lengths and dynamic transfer modes, which would allow 

the DMA to adapt to varying system performance requirements. Implementation of low-power techniques 

could also make the design more suitable for battery-powered embedded devices. Furthermore, adding 

interrupt-driven and priority-based transfer scheduling can make the DMA controller more intelligent and 

responsive in complex System-on-Chip (SoC) architectures. Finally, integration with real-time monitoring and 

logging systems could enable predictive fault detection and further increase reliability in critical applications. 
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