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ABSTRACT 

The Internet has become an integral part of our lives, it has also provided opportunities for malicious activities 

such as phishing to be performed out anonymously. Phishers utilise bogus websites to deceive users and steal 

account information such as usernames, passwords, and account IDs from individuals and corporations. 

Despite the development of various detection systems for phishing websites, phishers have modified their ways 

to prevent detection. One of the most efficient methods for recognising this violent act is machine learning. 

Because the majority of phishing assaults have some characteristics that machine learning techniques can 

identify. In this article, we examined the performance of several machine learning algorithms for identifying 

phishing websites.  The various new techniques, specificity, accuracy and f-score of phishing are surveyed. In 

the survey, recent research area publication of phishing are analysed. Finally, some related issues, challenges 

and solution for phishing are also discussed. 

Keywords: Phishing, Machine Learning Deep Learning, Malicious Activities And Anonymous Activities. 

I. INTRODUCTION 

Phishing is a misleading method that involves all use of technological and social deception to steal a customer's 

account and business information. To allow users to explore phoney websites and expose financial information 

such as login data, social networks use fake emails from real organisations and authorities. In order to steal 

credentials, attackers install malicious programs on computers, and they usually employ networks to intercept 

users' online service login details. Phishers employ a variety of methods to gather user information, such as 

electronic mail, URL, instant chatting, forum postings, voice calls, and text messaging. Consumers are enticed to 

explore phishing content because it has a similar system to legal content, but it entices them to do so in order to 

gather sensitive information. Phishing is most commonly used to obtain personal information in order to obtain 

financial benefit or to steal identity. Businesses all across the world have lost so much money as a result of 

phishing attacks. According to the Anti-Phishing Working Group's (APWG) recent phishing report, the majority 

of phishing attempts target financial/payment institutions and webmail. [1]. 

II. RELATED WORK 

Abdul Razaque et al [2] proposed a phishing is one of the malicious website or download in an email that can 

capture victim passwords or account information, among other things. These emails cause harm to people 

while also generating revenue. Personal information that has been lost or stolen. Contribute in this post 

Develop extensions to solve phishing problems. For Google Chrome web browser under development the 

JavaScriptPL used here for this function. Detection and prevention of phishing attacks, Methods such as 

blacklisting and semantic analysis were applied. A collection of phishing websites will be created as well. 

Pattern recognition is performed locally on text, links, images, and other data. Finally, they put our 

recommendation to the test and analysed it to other options. The results show that the recommended strategy 

is effective in dealing with phishing difficulties. 

Ajaya Neupane et al [2] have developed a computer system security often depends on end-user decisions and 

actions. In this paper, we set out to investigate user vulnerabilities to cybercriminal attacks, focusing on the 

human brain, the most basic component that drives user behaviour. It presents a new neuroscientific research 

methodology to inform the design of user-centric security systems related to cybercrime. They report an fMRI 

study that measured performance and underlying neural activity. These tasks identify neural markers that may 
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drive user performance. Finally, we'll talk about the larger ramifications of our efforts in the area of better 

security, such as security education, focused training sessions, and security verification. 

Amani Alswailem et al [4] have developed a phishing websites are one of the most threatened internet security 

that tend to target human vulnerabilities. This paper provides a smarter Phishing website detection system. 

The system functions as Additional features to Internet browsers as extensions. Automatically notify users 

when phishing is detected Website. I chose random forest technology due to its excellent performance in 

classification.  This project focuses on pursuing a more powerful classifier.  Examine the features of phishing 

websites and choose the one that is more appropriate. Their combination for training classifiers. As a result, 

complete your dissertation with 98.8% accuracy and 26 combinations in features. 

Ammar Odeh et al [5] have studied about the steal sensitive information in the phishing websites, including 

logins, access data and bank details. Attackers fool users.  Present a masked website as legitimate or credible. 

Get important data. Multiple phishing solutions Attacks on websites have been proposed. B. Heuristic, Specific 

challenges for ML technology.  This work includes over fitting, low accuracy and ML technology. It has no effect 

if sufficient training data is not available. According to this report, Internet users must be aware of it. To avoid 

cyber-attacks, use phishing. The document also serves as a suggestion for a phishing website automated 

systems. 

Anthony Y et al [6] have developed the use of EMD for evaluate web page visual similarity is recommended as a 

powerful tool for phishing web page detection. To represent the photograph signatures, we first transform the 

worried Web pages into low-resolution photos and coordinate functions. The characteristic distances of the 

photographs on the Web pages are calculated using EMD. We use an EMD cutoff vector to determine whether a 

web page is phishing or not. Excessive classification specificity, phishing recall, and relevance are revealed in 

large-scale trials with 10,281 suspicious Web pages. 

Ayman El Aassal et al [7] showed a comprehensive feature on phishing how each characteristic is interpreted 

and used. Next, we present the 'Phish Bench' benchmarking framework, which allows us too systematically and 

comprehensively analysed. They also discovered that retraining is insufficient to defeat new assaults. To 

prevent attackers from deceiving detection systems, new features and tactics are necessary. 

Buket Geyik et al [8] have developed the internet is getting stronger every day. Running many applications will 

make our lives easier. Anti-phishing techniques was created the technology was used to detect an assault. 

Websites utilised by phishing emails on the records that received were utilised in this research. On this dataset, 

some of the outcomes of applying four classification methods. The test findings are based on a system that 

detects these attacks with a good accuracy. 

Christopher et al [9] have proposed a Creating a feature extraction system and a semi-automated phishing 

classification function (SAFEPC) that elevates some features to a higher level. It's made to get around standard 

phishing email detection methods. 

To assess SAFEPC, we collect a variety of phishing emails in Tier 1 University’s central IT organisation. The data 

set's SAFEPC execution discloses previously unknown phishing elements. Campaigns aimed at university 

students. SAFEPC Discover Sophos production distribution, a sophisticated email filtering solution, is 

preventing more than 70% of emails. Spam Assassin is also outperformed by it. 

 

Figure 1: Phishing Email Detection 



                                                                                                           e-ISSN: 2582-5208 
International  Research Journal of  Modernization in Engineering  Technology  and  Science 

( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 

Volume:04/Issue:05/May-2022              Impact Factor- 6.752                          www.irjmets.com   

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 

 [286] 

Heng Zhang et al [10] have developed that investigates and discusses the challenge of estimating remote state. 

The linear discrete time is measured by using sensor.  It provides computing capabilities for processing and 

local implementation. A Kalman filter is implemented based on the first measurement. Sensor sends 

communication message find a remote estimator that is susceptible to DoS attacks. With a restricted power 

budget, DoS attackers actively obstruct communication channels by creating noise in order to reduce projected 

performance. The problem of dynamic attack power allocation and its transformation into a Markov process in 

order to get the optimal solution. 

 

Figure 2: Remote state estimation. 

Jian Mao et al [11] have proposed one of the most urgent research topics on social networks. As a conventional 

information theft Technical phishing attacks are still functioning to cause many data breach incidents. Web-

based Phishing attacks, attackers set up deceptive websites (pretending to be important websites Users are 

duped into providing personal information such as passwords and social security numbers by using a network 

portal. In reality, the appearance of the website is designed to deceive people; therefore page similarity is a key 

indicator for spotting phishing websites. This white paper proposes a novel solution called Phishing Alarm, 

which detects phishing assaults using the following features. 

Jinyu Wu et al [12] have developed predicting cyber-attacks is an important part of risk management. Existing 

methods for predicting cyber-attacks did this do not fully consider the specific environmental factors of the 

target Network, as a result, results may differ from the truth position. Using attack graph Map all possible attack 

paths and use Bayesian to capture environmental factors Network model. Prediction of cyber-attacks is made a 

built Bayesian network. Experimental analysis shows that method provides more accurate results. 

 

Figure 3: shows the Predicting cyber attacks 

Jitendra Kumar et al [13] have proposed phishing websites have become an important topic recent cyber 

security threats. Host a phishing website Spam, malware, ransom ware, drive-by exploits and more. Fishing 

Websites often look like very popular websites and are attractive.  Unprotected user who was the victim of a 

trap. Detection of newly generated phishing websites fails. Soon Machine learning technology was used for 

classification Phishing website detection. In this paper, various techniques are compared and achieved best 
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with phishing method. The URL classification is used and got 98% accuracy. While applying naïve classifier 

achieved accuracy is achieved 1. Then, the performance of recall is achieved 0.95 and F1 Score is achieved 0.97. 

M Somesha et al [14] have developed a phishing website is a misleading that is devised in a unique way. The 

goal of concealing real websites and gathering sensitive data is to collect sensitive information. Anti-phishing 

techniques include blacklists, whitelists, and heuristic functions, among others. This method based on the visual 

similarity proposed from today. Modern browsers adapt to reduce  chances While there are still a number of 

users involved in the malicious agenda, users will still be the prey of phishers and will eventually provide 

detailed Secret  information.  

Malaika Rastogi et al [15] have described the phishing charges consumers of the internet spend a lot of money 

each year. It refers to manipulating flaws in the consumer side of the equation, which are vulnerable attacks. 

The problem is widespread in the phishing website a single, easy technique for effectively reducing all 

vulnerabilities; as a result, multiple strategies are used. In this paper, we speak 3 techniques are used to detect 

phishing websites. With the aid of using reading various functions of URL ,2d is with the aid of checking 

legitimacy of internet site with the aid of understanding wherein the internet site is being hosted and who are 

coping with it, the 0.33 technique makes use of visible look based evaluation. 

Maria Sameen et al [16] have studied the various approaches based deep Phish. Design a machine learning-

based ensemble to prevent this type of attack a detection system called Phish. It is based on a lexical function 

that has been selected with 100% correctness. Experiment with 100,000 phishing and regular URL benchmark 

datasets to analyse the solution. 

Mehmet Korkmaz et al [17] have studied the use of mobile devices has increased; there has been an increasing 

tendency to the cyber world. Computer user weaknesses by attempting to phish computer users using fake 

websites. These sites imitate popular banks, social media, e-commerce and more. In this paper work tends to 

use machine learning-based anomaly detection, especially to intercept "zero-day" attacks because of the 

dynamic structures.  

Mohammed Hazim Alkawaz, et al [18] has attempting to collect personal information, through deceptive 

methods is becoming more and more common today. To enable the users to recognize accessibility to such 

information Websites, the implemented system will notify the user by email. It also pops up when you try to 

access a phishing site. Phishing is used to detect blacklisted URLs, also known as phishing websites can alert 

people while surfing or else accessing a specific website. Therefore, it can be used for Identification, 

authentication and legalisation tool to prevent people from being fooled. 

Moitrayee Chatterjee  et al [19] have studied phishing is the simplest form of cybercrime Aiming to get people 

to disclose confidential information Personally recognizable data, banks, credit cards, etc. Access to details and 

even data and passwords. No such thing yet the most effective cyber-attacks are usually launched via email, 

Phone or instant message. Credentials or personal data that stolen one is used to gain access to the important 

records. Being a victim, it can lead to massive fraud and financial loss. Therefore, sending a malicious message 

to the victim is a springboard. Phishers in the phishing process usually set up a rogue method of Websites that 

trick victims into entering important confidential information.  

Moitrayee Chatterjee et al [20] have studied search engine Communication network. Determining the binding 

nature of the returned result going through a typical search engine is mostly about the existence of web spam. A 

new type of web spam continuously reintroduces what it does. It's very difficult to determine the accuracy 

result. The problem is the present tense debate of uncertainty. Presents a methodology for predicting the web 

Spam whose host spam nature is a justified problem. The DST provides a more reliable spam detection solution. 

Preliminary information. The dissertation contains detailed statistical information Review of the proposed 

approach 99.27% of web spam detections have been reported. 

Neda Abdelhamid et al [21] have studied website phishing makes a lot of online transactions every day. The use 

of blacklists, whitelists, and search methods are examples of mitigation solutions. The characteristics of 

phishing websites are identified. In addition, consider a smart approach to dealing with phishing problems. 

MCAC Generated new hidden knowledge (rules) that cannot be found by other algorithms, which has improved 

the predictive performance of the classifier. 
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Noor Faisal Abedin et al [22] have developed a data about users who may allow an attacker in many cases.  

Impersonate the victim and do what only the victim does to make a deal or Send a message to someone else. In 

testing, these models are used for training and trying with URL-based features. The analysing the phishing 

website based on the URL feature method. From observation The Random Forest classifier was run with the 

following accuracy: 97%, recall 99%, F1 score 97%. 

Pawan Prakash et al [23] have proposed phishing has been a clean and powerful manner in the online. We also 

show that our exact matching set of protocol produces just a small percentage of false positives (3%) and 

negatives (5 percent). 

Peng Yang, et al [24] have proposed phishing is now a significant risk are steadily increasing in the internet. The 

accuracy of the system was tested on a dataset including millions of phishing and authentic URLs, and the 

prediction error was only 0.59 percent. The efficiency can be detected by using threshold method, according to 

the results of the experiments. 

 

Figure 4: Prediction of Phishing using Machine Learning 

Prajakta Patil et al [25] have developed exploits later by an attacker, such as a password. Aim for it and use the 

basic visual characteristics of the appearance of a website as follows: For improving detection accuracy Spam 

mail. Try the same using the Map reduce technique Overcome two hurdles in SVM. 

Rachna Dhamija et al [26] have developed phishing is a model issue to explain usability concerns With the 

system designer Attackers wrestle with UIs to guide (or mislead) them user. It is verifiable for human users and 

difficult for an attacker to impersonate. The design was implemented in Mozilla Firefox browser extension. The 

new technologies are used for prevention of website. our browser extensions provide something you can trust 

Username and password browser window entry. Unlike other suggestions, our scheme sets very low values. 

Deepa  et al [27] have developed phishing, a type of digital attack, has a negative impact on people who work 

with fake websites to trick customers into revealing sensitive personal information such as record passwords, 

bank details, and  ATM card’s pin number complexity. Then protect sensitive data from malware or Internet 

Real. Rare forest fishing is annoying. Therefore, to address these issues, you should consider a robotic approach 

to detecting phishing sites. This research aims to detect phishing webpage using machine learning algorithms.  

Input URL website is a feature that was first extracted using a convolutional auto encoder.  
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Figure 5: Detection of phishing using convolution auto encoder 

Seraj Fayyad et al [28] have developed intrusion detection systems generate critical data about malicious 

activities carried out on the network. Data generated from the IDS is stored in the IDS database. This data 

represents the attack history of network related situations. The main objective of the IDS system is to improve 

network defence technology. Other techniques are also used to enhance network defences such as attack 

graphs. The network attack graph is used for many purposes like an attacker predicting the next stage of attack. 

In this article, we recommend a real-time predictive method to predict most possible attack phases and attack 

scenarios. The proposed methodology benefits from history of attacks against the network and from the source 

of the attack graph Data. It comes without significant computational overhead like check out the attack plan 

library. It provides parallel prediction for parallel attack scenarios. 

 

Figure 6: Network defence using IDS 

Shijie Zhang et al [29] have proposed double spending attacks are one of the most important security measures. 

Most block chain systems have problems, but are difficult to succeed unless your opponent has a huge amount 

of processing power, it will start. This article introduces a new attack model. Double payment attack by Sybil 

attack on Bit coin network. Presents analysis results that an attacker can spend twice perform a Sybil attack to 

delay block propagation Therefore, you are more likely to win the mining race.  

Vaibhav Patil et al [30] have developed phishing fees Internet consumer`s plenty of greenbacks per year. There 

is no longer exists the simplest one strategy to reduce all the vulnerabilities effectively, as a consequence more 

than one strategy is implemented. In this paper, we speak 3 techniques for detecting phishing websites. First is 



                                                                                                           e-ISSN: 2582-5208 
International  Research Journal of  Modernization in Engineering  Technology  and  Science 

( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 

Volume:04/Issue:05/May-2022              Impact Factor- 6.752                          www.irjmets.com   

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 

 [290] 

with the aid of using reading various functions of URL ,2d is with the aid of checking legitimacy of internet site 

with the aid of understanding wherein the internet site is being hosted and who are coping with it, the 0.33 

technique makes use of visible look based evaluation. 

Wentao Zhao et al [31] describes the clustering issue and then Then, we implement the optimization of the 

clustering method using a genetic algorithm. Based on an optimised if you cluster the sample data, you get 

different categories.  Ratio between traffic and number of attacks Build multiple DoS attack prediction sub 

models.  It also calculates the discrete probabilities for each sub model according to the Bayesian method. Then 

we get a prediction of the discrete probability distribution. When there is a relationship between network 

traffic data and the number of DoS attacks Proposal method. DoS attacks are based on optimised clustering and 

build DoS Attack Prediction Sub model. 

Wenying Xu, et al [32] has proposed that a framework that is completely distributed Investigate the 

cooperative behaviour of multi-agent networks in DOS attack numerous. Complete emphasis eigenvalue 

information Laplacian is not needed for design protocol. In this case, two current dynamic event-driven 

schemes are developed.  

Xiaoyong Yuan et al [33] describes with rapid development and considerable development Wide application, 

deep learning It is used in many safety critical environments. However, it has recently been shown that deep 

neural networks (DNNs) are used. Hostile disturbances are undetectable by humans However, it is easy to fool 

the DNN in the test/deploy phase. That Vulnerability to hostile cases would be one of the following: The main 

risks of using DNNs in security-critical environments.  Therefore, the attack and defence against hostile cases is 

of great interest. This article reviews the latest data. Adversarial Examples of DNNs, Method Summary Proposal 

to create and classify adversarial cases this way. According to the taxonomy, hostile applications are working 

on a case study. Next, let's take a closer look at countermeasures against hostile cases. In addition, three main 

Problems and Potential Solutions of Adversary Cases Argument. 

Yali Du et al [34] describes recommender systems are now ubiquitous. Online shopping for decades with 

reduced power Excessive choice of customers and industry. Learn the hidden representations of users and 

elements. But, the vulnerability was exposed under the attack of a malicious user. Studies that well addressed 

and uphold recommendations. The system is inadequate. In order to reduce the noise layer, Introducing new 

middle stages are used. The middle class of student target models. Proposed defences through our research.  It 

can decrease the success rate of attacks by malicious users, It improves the accuracy compared to standard 

neural network model. 

Yanpeng Guan et al [35] deals with joint issues decentralised attack in the network.  Be careful when estimating 

strong attack detection. To provide and detect locally consistent state estimates by applying fake data attack. 

Next, the criteria for analysis the design of the estimated performance and the desired estimator is as follows: It 

was derived to ensure the solve ability of the problem. 

Yazan et al [36] describes new and effective consequences of phishing attacks are often fatal, so 

countermeasures are important. This methods have advantages. In particular, the false positive rate is high and 

the method is not interpretable.  Most phishing methods do their job.  

The suggested Intelligence Metal Runner is a phishing website (now with the most up-to-date features) that 

was tested for performance. The model had a very low detection accuracy. 97 percent, with a false positive rate 

of less than 0.028 percent. Furthermore, when it comes to detecting phishing assaults, the suggested model 

surpasses existing machine learning methods. As a result, when creating a phishing assault, we propose using 

Meta Learner. 
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Figure 7: Meta learners and extra tree base learner 

III. PERFORMANCE METRICS 

The phishing detection sensitivity, specificity, accuracy, and mistake rate are measured using performance 

metrics.  
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Let TP is the True Positive, TN is the True Negative, FP is the False Positive, and FN is the False Negative [37]. 

IV. PHISHING PROBLEM AND CHALLENGES 

The difficult for finding the phishing attackers are new and creative ways to deceive individuals into are linked 

to mail. Due to increase their capacity to create realistic-looking phoney websites, even incorporating logos and 

images. There are new techniques that produce believable and credible attacks that directly target victims by 

using publicly available personal information. This makes use of a significant amount of publicly available data 

to improve the effectiveness of their schemes [38]. 
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Figure 8: Game based Anti-phishing 

V. PHISHING SOLUTION 

The best way to combat phishing is to recognise and avoid frauds. Because most users have been trained to 

disregard such communications and assume that they are capable of defending themselves, sending phishing 

warnings or documents via email is ineffective. In our proposal, we offer ant phishing training approaches 

based on games or embedding teaching systems into email servers. Many scholars are working on game 

development [38]. 

VI. CONCLUSION 

In this paper, survey of phishing research is focused in the context of classification, with phishing websites 

being defined as websites that are automatically classified into multiple attributes and the class variable. We 

can predict the phishing sites and categories different websites in the internet. We can reduce the phishing but 

it cannot be remove completely. In the future, cyber-security specialist based phishing is becoming increasingly 

sophisticated and difficult to detect. Phishing, on the other hand, has become more difficult for attackers in 

recent years as online security has improved.  
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