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  ABSTRACT 

This research is aimed towards full-stack development and aimed towards software engineering as a full-stack 

developer. Full stack developers create new documentations, guides, implement new standards to improve 

digital agency’s web development process. In other words, a modern, professional digital agency cannot 

develop without full-stack web developers. The project is aimed to develop a full stack web application, that is 

an API for an idea portal (C.R.U.D. Application) application where a user can add, view, update and delete 

his/her own ideas as per their requirement with user authentication and authorization for new users and 

perform C.R.U.D. operations on the required data. Therefore, idea repository will act as a central hub for any 

user to jot down their ideas and access them as per their requirement. It will contribute to more efficient and 

reliable deployments. The application is implemented using: Springboot (Java 1.8) for the back-end to create 

API for C.R.U.D. operations, Reactjs with React-Redux and middleware Redux-saga for the front-end for UI 

management and data retrieval, and MySQL server/workbench for database management. 

Keywords: Full Stack Development, Cloud Computing, Networking Model, Front-End Development, Back-End 

Development, API. 

I. INTRODUCTION 

Web development, which roughly refers to the activities involved in creating websites for hosting on intranets 

or the internet, includes full stack development. It is the creation of an entire application, including the client-

side (also known as the front end) and server-side (also known as the back end). There have been significant 

changes in the field of Full Stack Development and how it has impacted the development as a result of the 

arrival of cloud computing. Numerous services are included in cloud computing, which has several benefits. 

II. METHODOLOGY 

This research is to provide classified information about ideas a user keeps in a repository. The website will 

provide different kinds of operations for the user to add, view, delete, save and edit the ideas stored in the idea 

repository. The user should register to utilize the site using the registration form. If the user already exists, they 

can use the Login form to login to the portal and access the main page of the application. Thus, using their email 

and password, the user can successfully log in to the site and can access their ideas. The user can only view 

other users’ ideas but not any other operation to maintain security. Spring security with the help of JWT token 

was implemented to implement user authentication and authorization.  

Once the user is done with the application usage, they can log out of the application as per their requirement. 

Continuous Integration/Continuous Deployment (CI/CD) on Jenkins  

At the end, through all testing, we can confirm that the application code had a 100% code coverage for JUNIT 

Mockito testing for the back-end and JEST testing for the front-end. The project was successfully deployed on 

the Jenkins server which is a deployment tool for continuous integration and deployment (CI/CD), with the 

successful builds for both, the client-side and the server -side. The deployment of the application was done 

through the groovy scripts pipeline method, where we manually entered the instructions using pipeline scripts 

to proceed with the deployment with successful builds with the tests. 

III. MODELING AND ANALYSIS 

Problem Description: Case study (Model) 

Idea Repository will act as a central hub for any user to quickly jot down any project ideas they have. User 

authentication and authorization should be available with API to perform C.R.U.D. operations. 
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Functionalities of this component: 

The project is aimed to develop an app where the user will be able to login and have the option to 

add/delete/edit project ideas. 

1. The app provides an existing user to login and a new user to register. 

a. Login page –username/password - password check for invalid entry for existing user. 

2. Upon successful registration, the new user should be brought back to the login page and the saved username 

/ password (hidden) should be prepopulated. 

3. On entering the correct username and password, the user should be taken to the main page of the application. 

4. If the user already has some ideas in the database, they should be populated in separate card format. 

5. The ideas should be sorted by story points. 

6. The card should have the information in this format: Title of the project, Description and story 

points/estimates. 

7. On single click of the card, the user should be able to view it in a bigger size – temp view, if we hover away, 

this goes off. 

8. On double click of the card, of an existing card the user should be presented with a form to edit in a pop-up is 

presented that contains already saved information which can be edited. A delete button / action will be 

provided. 

9. The user should also have the option to add new cards – clicking ‘+’ on the blank card, the edit form with 

empty fields must be shown. 

10. If the user doesn’t have any ideas in the database, then he can be presented with 4 blank cards. 

11. User should have the ability to logout of the app as well. 

Project build-up Process: 

Following steps are followed in a build up of a full-stack application: 

Step 1: Define Database schema and design aspects of the application 

Step 2: Database management on MySQL Workbench 

Step 3: Planning, Design and Development 

Step 4: Test Execution - JUNIT Mockito test coverage for the back-end and JEST/enzyme testing for the front-

end 

Step 5: Maintenance and deployment of the application on a server (jenkins here) using CI/CD. 

Define the scope of the application: 

The scope of the web application is the area of your Application where the development will occur and matter. 

Following points help determine scope: 

 The features that are important for the business 

 Scenarios which have a large amount of data 

 Common functionalities across applications 

 Technical feasibility 

 Limitation on the reusability of business components 

 The complexity of test cases 

 Least amount of bugs and glitches in the web-application 

Analysis 

Planning, Design, and Development: 

During this phase, you create a development strategy & plan, which contains the following details - 

 Technology tools selected 

 Framework design and its features 

 In-Scope and Out-of-scope items of development 

 Development code-base and environment preparation 



                                                                                                                  e-ISSN: 2582-5208  
International  Research Journal of  Modernization  in Engineering  Technology  and Science 

( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 
Volume:05/Issue:01/January-2023          Impact Factor- 6.752                                      www.irjmets.com 

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 
 [1416] 

 Schedule and Timeline of scripting and execution 

 Deliverables of unit and integration testing 

Proposed Work:  

This is a collection of REST APIs and Service automated tests, with Jenkins based integration for simple and 

easy execution of integration tests. The APIs are for managing the various service requests, all these service run 

independent of the data sources that may utilize them. They are independent of all external entities. 

JWTs are unique among web tokens in that they include a list of claims. Information is sent between two parties 

through claims. The specific use case will determine what these assertions are. A claim might specify, for 

instance, who issued the token, how long it is valid, or what authorizations the client has received. 

JWT, or JSON Web Token, is an open standard that allows a client and a server to exchange security-related data. 

Every JWT has a set of encoded JSON objects, including claims. To ensure that the claims cannot be changed 

after the token is issued, JWTs are signed using a cryptographic technique. 

Dots (.) are used to divide the three parts of a string known as a JWT, which is serialised using base64. In 

compact serialisation, the most common serialisation type, the JWT looks like this: xxxxx.yyyyy.zzzzz. Two JSON 

strings are what you'll get after decoding: 

A. The signature 

B. The header and payload. 

The JOSE (JSON Object Signature and Encryption) header specifies the type of token, in this case a JWT, and the 

signing method. 

The payload contains the claims. This is displayed as a JSON string, which normally only comprises a dozen 

fields, in order to keep the JWT minimal. This information is frequently used by the server to verify that the 

user is authorized to do the requested activity. 

The token can't have been changed, thanks to the signature. With a secret that is known to both the issuer and 

the receiver, or with a private key that is known only to the sender, the party that creates the JWT signs the 

header and payload. The receiving party verifies that the header and payload match the signature when the 

token is used. The receiving party checks that the header and payload match the signature before using the 

token. Although any overlaying standards may require claims, there are no mandatory claims for a JWT. In 

OAuth2.0, for instance, using JWT as the bearer access token necessitates the use of iss, sub, aud, and exp. 

Compared to others, some are more typical. 

OAuth bearer tokens are a common use for JWTs. An authorization server creates a JWT at a client's request 

and signs it so that no one else can change it in this example. Following that, the client will send this JWT along 

with its REST API request. To determine whether the JWT is legitimate, the REST API will compare the JWT's 

signature to its payload and header. The claims can be used to grant or deny the client's request once the REST 

API has verified the JWT. 

A JWT bearer token can be thought of as an identity badge that allows you to enter a secured building. The 

claims state that the badge comes with special permissions; that is, it might only allow access to some parts of 

the building. In this analogy, the reception desk is the authorization server, or the badge issuer. Additionally, 

the company logo, which is analogous to the JWT's signature, is printed on the badge to ensure its legitimacy. 

Similar to the claims in a JWT, the badge's permissions determine whether or not the holder can enter a 

restricted area when they attempt to do so. 
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Figure 1: Research Layout. 

The project features a login page, a registration page and the main page of the application. 

On eclipse, is our backend managed, where 5 significant folders are maintained: 

1. Models - Users and Ideas model classes 

2. Controllers - Rest Controller -REST APIs / endpoints 

3. Services 

4. Security 

5. Repositories 

6. Testing 

We have configured the same in our jenkins file too which has a separate file in the project. 

All the services that we will be running through Jenkins are configured in this jenkins file only using the exact 

same name for the service that we will be using there. 

IV. RESULTS AND DISCUSSION 
4.1. Discussion of  Software Tools and  Fundamental prerequisites required: 

1. Frontend: 

1.1. Reactjs:  

An open-source JavaScript library that is used to create a user interface (UI) for web applications is known as 

React.js or React in general. On the other hand, cross-platform mobile applications can be built with React 

Native. Similar to React, the underlying framework makes use of native mobile components rather than web 

components.  

The V layer of the model-view-controller (MVC) software development pattern can be referred to as React. The 

MVC approach divides your application into three parts. The model handles data storage and retrieval in a 

database. The controller is in charge of receiving user input and passing it on to the model, while the view is in 

charge of displaying the user interface. You can only use the view component with React; For the model and 

controller sections, you will need to use different tools. 

React.js should be preferred to an Angular-like framework because: 

 Data binding at one level. 

 It works well with user interfaces based on components. 
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 Building blocks that are very adaptable. 

 Isomorphic JavaScript. 

 It aids in the creation of enormous applications. 

 Everything can be seen and controlled from a single location. 

 The community lends a lot of support. 

React is now more popular than any other front-end development framework. 

How so? 

 Development of dynamic applications is simple: In contrast to JavaScript, where coding frequently 

becomes very complex very quickly, React makes it easier to create dynamic web applications because it 

requires less coding and offers more functionality. 

 Increased efficiency: Utilizing Virtual DOM, React speeds up the development of web applications. Instead 

of updating all of the components once more, as conventional web applications do, Virtual DOM compares the 

components' previous states and updates only the changed items in the Real DOM.  

 Parts that can be reused: Any React application is made up of components, and a single app typically has 

multiple components. Reusing these components throughout the application significantly shortens the 

development time of the application because they retain their logic and controls. 

 Data movement in one direction: Data flows in one direction through React. As a result, developers 

frequently nest child components within parent components when creating a React app. Debugging errors and 

pinpointing the exact location of a problem in an application becomes easier when data flows in a single 

direction. 

 Very little learning curve: Because it mainly combines fundamental HTML and JavaScript concepts with a 

few useful additions, React is simple to learn. However, just like with other frameworks and tools, learning how 

to use React's library effectively takes time. 

 Dedicated tools that make it easy to debug: A Chrome extension that can be used to debug React 

applications has been released by Facebook. 

The React library's popularity and adoption by a large number of businesses are more than justified by the 

aforementioned reasons. Let's get to know the features of React now. 

1.2. React-Redux:  

Redux is a JavaScript state management library that is freely available.  

The official React binding for Redux is React Redux. React components are able to read data from a Redux Store 

and send Actions to the Store to update the data thanks to this feature. By providing a sensible method for 

managing state through a unidirectional data flow model, Redux aids apps in scaling. Conceptually, React Redux 

is simple. It re-renders your component, checks to see if the data it needs has changed, and subscribes to the 

Redux store. 

Flux served as a model for Redux. Redux looked at the Flux architecture and cut out any unnecessary 

complexity. 

 There is no Dispatcher concept in Redux. 

 Store will directly receive and handle the Action objects. 

 While Flux has many Stores, Redux only has one 

1.3. Middleware, Redux-Saga:  

A Redux store can use the middleware library Redux Saga to asynchronously interact with resources outside of 

itself. Accessing browser storage, carrying out I/O operations, and making HTTP requests to external services 

are all examples of this. These procedures are also referred to as side effects. Redux Saga aids in the 

organization of these side effects in a manner that is simpler to control. 

Natively, a redux store can only dispatch actions and update its state with the help of its root reducer. An action 

is a description of an event that takes place in your application and an intention to alter its state. Values derived 

from dispatched actions or accumulated by a reducer are incorporated into the newly updated state of your 

application. 
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Because it is necessary to enable useful Redux features like time travel (replaying past actions), reducers must 

be written as a pure function. Actions are just things that are passed to the reducer and are by definition 

deterministic. Thus, we face a challenge; Your side effects cannot be included in your Redux application in any 

way. 

An action and a reducer are separated by a Redux middleware. As long as the middleware intercepts this, 

executes its logic, and returns a plain object for the reducer, this makes it possible for actions to contain 

something other than a plain object. 

Functions can be passed into the Redux store dispatch using Redux Thunk, a popular alternative to Redux Saga. 

The dispatch checks to see if the function is a function or an action object before either executing the function 

or passing the action object directly to the reducer. After that, these functions can execute any complicated 

asynchronous logic they want and create a straightforward action object that can be sent to the reducer. 

The fact that a separate set of actions is defined in your Redux application and is only captured by watcher 

functions (as part of your saga) makes Redux Sagas slightly different. The saga will dispatch the resulting action 

to the reducer of your application after capturing the action and carrying out the necessary logic. The saga is 

essentially a separate thread from your application. It performs complex asynchronous tasks by listening for 

specific actions from your main application and updating your application's state when they are finished. 

2. Backend: 

2.1. Java:  

Java is a computing platform and programming language that was first made available by Sun Microsystems in 

1995. 

Java is a class-based, object-oriented, general-purpose programming language made to have fewer 

implementation dependencies. For the development of applications, it is the go-to choice as a computing 

platform for most. As a result, Java is fast, safe, and dependable. In laptops, data centers, game consoles, 

scientific supercomputers, mobile phones, and other devices, it is frequently utilized for the development of 

Java applications. Java is a programming language, compiler, core libraries, and run-time (Java virtual machine) 

that is defined by a specification. The Java run-time lets software developers write code in languages other than 

Java that still runs on the Java virtual machine. The Java virtual machine and the Java core libraries are typically 

linked to the Java platform. 

The following properties were included in the design of the Java language: 

 Independent of the platform: Java programs don't directly access the operating system; instead, they use 

the Java virtual machine as an abstraction. Java programs are thus extremely portable. All supported platforms, 

such as Windows or Linux, can run a Java program that adheres to certain rules and is standard-compliant. 

 Programming language with an emphasis on objects (OOPs): In Java, all elements are objects, with the 

exception of the primitive data types. 

 Control of memory automatically: When creating new objects, Java manages the allocation and de-

allocation of memory. Objects without an active pointer are automatically deleted by the so-called garbage 

collector. 

2.2. JSON:  

JSON, or JavaScript Object Notation, is a simple format for transferring data. Humans can read and write with 

ease. Machines can easily generate and parse it. JSON is a text format that uses conventions that are familiar to 

programmers of the C-family of languages, including C, C#, C++, JavaScript, Java, and many others. However, 

JSON is completely independent of any particular language. JSON is a great language for transferring data 

because of these properties. 

The two structures that make up JSON are: 

• A group of name-and-value pairs. This is implemented as an object, record, struct, dictionary, hash table, 

keyed list, or associative array in various languages. 

• A list of values in order. This is represented as an array, vector, list, or sequence in the majority of languages. 
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Universal data structures like these exist. They are supported in one way or another by virtually all modern 

programming languages. It makes sense that these structures should also serve as the foundation for a data 

format that is compatible with programming languages. 

They take on the following forms in JSON: 

An unsorted collection of name-value pairs is an object. 

An object has a left brace at its beginning and a right brace at its end. 

The following follows each name: comma (,) separates the name/value pairs from the colon (:). 

 

Figure 2: A Figure of JSON Object 

2.3. REST API:  

An application programming interface (API) or web API that complies with the constraints of the REST 

architectural style and permits interaction with RESTful web services is referred to as a REST API (also referred 

to as a RESTful API). Roy Fielding, a computer scientist, came up with the acronym REST, which stands for 

representational state transfer. REST is not a protocol or a standard; rather, it is a set of architectural 

constraints. REST can be implemented in a variety of ways by API developers. 

A representation of the state of the resource is transferred to the requester or endpoint when a client request is 

made via a RESTful API. Through HTTP, this representation, or information, is made available in one of several 

formats: HTML, JSON, XML, Python, PHP, or simply text. Despite its name, JSON is the most widely used file 

format because it can be read by both humans and machines and is language-independent.  

Another thing to keep in mind: Headers and parameters are also crucial to the HTTP methods of a RESTful API 

HTTP request because they contain crucial identifier information regarding the metadata, authorization, 

uniform resource identifier (URI), caching, cookies, and other aspects of the request. There are request and 

response headers, each with its own status codes and information about the HTTP connection. 

An API must meet these requirements in order to be considered RESTful: 

 A client-server architecture that uses HTTP to manage requests and consists of clients, servers, and 

resources. 

 Stateless client-server communication means that no client data is stored between get requests and that 

each request is independent and unrelated. 

 Data that can be cached, which makes client-server interactions easier. 

 Optional code-on-demand: the capacity to provide the client with additional functionality by sending 

executable code from the server to the client upon request.  

2.4. HTTP Methods:  

The fundamental API interactions that we observe on a daily basis are driven by HTTP methods. A crucial step 

toward a much deeper appreciation of the API space is comprehending these methods, their idempotency, and 

their safety. To indicate the desired action for a given resource, HTTP defines a set of request methods. These 

request methods are sometimes referred to as HTTP verbs, despite the fact that they can also be nouns. 

Although each implements a distinct semantic, a number of them share some features: For instance, a request 

method can be cacheable, safe, or idempotent. 
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GET 

The GET method makes a request for an image of the given resource. The only thing GET requests should do is 

retrieve data. 

HEAD 

The HEAD method requests a response in the same way that a GET request does, but without the body. 

POST 

The POST method sends an entity to the specified resource, frequently resulting in state changes or server side 

effects. 

PUT 

The PUT method uses the request payload to replace all existing representations of the target resource. 

DELETE 

He specified resource is deleted using the DELETE method. 

TRACE 

Along the way to the target resource, the TRACE method conducts a message loop-back test. 

PATCH 

A resource is modified in part using the PATCH method.  

2.5. Web services: 

A set of open protocols and standards known as a web service makes it possible for data to be transferred 

between various applications or systems. In a manner analogous to inter-process communication on a single 

computer, software programs written in a variety of programming languages and operating on a variety of 

platforms can use web services for data communication/exchange. 

The client that invoked the web service would receive functionality from the web service. 

2.6. Micro Services:  

Software is made up of small, independent services that communicate over clearly defined APIs in a 

microservices architecture and organizational approach. Each of these services is owned by a small group of 

individuals. 

Applications built with microservices architectures are quicker to develop and easier to scale, facilitating 

innovation and shortening the time to market for new features. 

An application is built using a microservices architecture, in which each application process is run as a service 

by independent components. Utilizing lightweight APIs, these services communicate through a clearly defined 

interface. Each service has a single purpose and is designed with business capabilities in mind. Each service can 

be updated, deployed, and scaled to meet demand for particular application functions because they operate 

independently. 

A microservices architecture allows for the development, deployment, operation, and scaling of each 

component service without affecting the operation of other services. There is no requirement for services to 

share any of their implementation or code with other services. APIs that are clearly defined are the means by 

which each component communicates with each other. 

Each service focuses on solving a specific issue and is made for a particular set of capabilities. It is possible to 

divide a service into smaller ones if developers add more code to it over time and it becomes more complicated. 

With microservices, each service can be scaled independently to meet application feature demand. Teams are 

able to appropriately size infrastructure requirements, precisely measure the cost of a feature, and maintain 

availability in the event of a spike in demand thanks to this. 

Continuous integration and delivery are made possible by microservices, making it simple to test new ideas and 

roll back if they don't work. Experimentation is made possible, code updates are made simpler, and the time to 

market for new features is sped up thanks to the low cost of failure. 

The architectures of microservices do not adhere to a "one size fits all" policy. Teams are free to select the best 

method for resolving their particular issues. As a result, teams working on microservices can select the most 

appropriate tool for each task. 
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An application's resistance to failure is increased when it is service independent. If one component fails in a 

monolithic architecture, the application as a whole may also fail. Applications handle total service failure with 

microservices by reducing functionality rather than crashing the application as a whole. 

2.7. Postman Software:  

Postman is a development tool for APIs, or application programming interfaces, that makes it easier to create, 

test, and modify APIs. Postman is an API testing tool that is scalable and can be quickly integrated into the 

CI/CD pipeline. An Indian engineer started it in 2012 to make the testing for APIs easier. Application 

Programming Interface (API) calls enable software applications to communicate with one another. This tool 

contains nearly every feature that a developer could possibly require. It makes API development simple and 

easy for over 5 million developers every month. It can make different kinds of HTTP requests (GET, POST, PUT, 

and PATCH), save environments for later use, and convert the API into code that can be used in different 

languages (like JavaScript).  

Postman Software is now preferred by more than 4 million people for the following reasons: 

1. Accessibility 

2. Utilization of Collections – Postman permits collection creation for Postman API calls. Multiple requests and 

sub-folders can be created by each collection. Organization is quicker this way. 

3. Collaboration – Importing/exporting collection and environments makes sharing files simple. Collections can 

also be shared via direct link. 

4. Developing Environments 

5. Creation of Tests – Each Postman API call can include test checkpoints that help ensure test coverage, such as 

checking for a successful HTTP response status. 

6. Automation Testing – Tests can be run in multiple iterations using the Collection Runner or Newman, saving 

time for repetitive tests. 

7. Debugging – The Postman console makes it simple to debug tests by letting you see what data has been 

retrieved. 

8. Continuous Integration – Because it can facilitate continuous integration, development practices are upheld. 

 

Figure 3: Postman Software Layout 

2.8. Spring Framework and Spring boot:  

Spring Framework is used by millions of developers worldwide to create code that is reusable, easy to test, and 

has high performance. 

Java platform Spring Framework is open source. It was first written by Rod Johnson and released in June 2003 

under the Apache 2.0 license. Spring is thin in terms of transparency and size. 



                                                                                                                  e-ISSN: 2582-5208  
International  Research Journal of  Modernization  in Engineering  Technology  and Science 

( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 
Volume:05/Issue:01/January-2023          Impact Factor- 6.752                                      www.irjmets.com 

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 
 [1423] 

Any Java application can use the Spring Framework's core features, but there are extensions for building web 

applications on top of the Java EE platform. By enabling a POJO-based programming model, the Spring 

framework aims to simplify J2EE development and encourage good programming practices. 

A project called Spring Boot is based on the Spring Framework. It makes setting up, configuring, and running 

both web-based and simple applications faster and easier. 

It is a Spring module that gives the Spring Framework the RAD (rapid application development) feature. 

Because it requires little Spring configuration, it is used to create a standalone Spring-based application that 

you can simply run. 

In short, Spring Boot is a combination of Embedded Servers and the Spring Framework.  

XML configuration (deployment descriptor) is optional in Spring Boot. The software design paradigm employs 

convention rather than configuration, reducing developer effort. 

Spring Boot Java applications can be created with either the Spring STS IDE or Spring Initializr. 

Spring Boot Framework ought to be utilized because: 

 Spring Boot employs the approach of dependency injection. 

 It has powerful transaction management capabilities for databases. 

 It makes it easier to integrate with other Java frameworks like Struts and JPA/Hibernate ORM. 

 The application's cost and time to develop are both reduced as a result. 

Numerous other Spring sister projects, in addition to the Spring Boot Framework, aid in the development of 

applications that meet the requirements of contemporary businesses. The following are some sister projects for 

Spring: 

 Spring Data 

 Spring Batch 

 Spring Security: It is a security framework that provides robust security to applications. 

 Spring Social: It supports integration with social networking like LinkedIn. 

 Spring Integration 

2.9. MySQL Server & Database:  

Oracle developed MySQL, a relational database management system (RDBMS) based on structured query 

language (SQL). 

In a way of an example, a database could be anything from a straightforward shopping list to a picture gallery 

or a location to store the vast amounts of data in a business network. A digital store that stores and organizes 

data according to the relational model is known as a relational database. Rows and columns make up this 

model's tables, and the relationships between data elements all adhere to a strict logical structure. The set of 

software tools used to actually implement, manage, and query such a database is called an RDBMS.  

For building and maintaining everything from powerful, data-driven B2B services to customer-facing web 

applications, MySQL is an essential component of many of the most widely used software stacks. MySQL 

backends are used by internet-critical organizations like Facebook, Flickr, Twitter, Wikipedia, and YouTube due 

to its open-source nature, stability, and extensive feature set, as well as Oracle's ongoing development and 

support. 

The underlying technology: 

Docker is based on a technology written in the Go programming language that makes use of a number of Linux 

kernel features to provide its functionality. The isolated workspace known as the container is provided by 

Docker through the use of a technology known as namespaces. Docker creates a set of namespaces for each 

container that you run. A layer of isolation is provided by these namespaces. Access to that namespace is 

prohibited. 

2.10.  GIT:  

Git is a Distributed Version Control System (VCS) that was created in 2005 by Linus Torvalds, the Linux creator. 

It is open source, which means that it can be used for free. Currently, it is the version control tool that is used 

the most. 
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Version control systems: Are software tools that assist a software team in managing source code changes over 

time. A particular kind of database is used by version control software to track each code change. Developers 

can use rollback or revert to go back in time and compare earlier versions of the code in the event of a mistake, 

assisting in the correction of the error and minimizing disruption to all team members. 

2.11. Jenkins:  

Jenkins is a server for continuous integration (CI) that works with a lot of different technologies and tools. By 

adopting a Continuous Integration (CI) process, you can guarantee that every developer's code is regularly 

merged into a shared trunk. The product is reconstructed and tested automatically when a change is committed 

to the repository. 

You can automate a variety of day-to-day tasks with Jenkins, including building, code analysis, checking out the 

sources from source control, and performing various levels of testing and deployment. 

You can detect defects much more quickly by setting up Jenkins to run these tasks each time a developer 

changes the source code, thereby maintaining the quality of your applications and reducing time to market. 

Jenkins is very customizable, and there are a lot of plugins that let you use tools like source control, the shell, 

and batch scripts. Jenkins supports Java, works on a variety of platforms, and connects to other corporate 

systems. 

 Using Projects and Pipelines: 

Pipelines and simple projects are the two types of commands that can be specified in Jenkins. 

For task management, earlier versions of Jenkins only offered projects (formerly known as jobs). Projects must 

be manually created and configured in the UI, and if you need to create multiple projects, additional 

maintenance work may be required. Project configuration is independent of your code. 

Pipelines, in which all build, test, analysis, and deployment tasks are stored in a single pipeline and saved as a 

Jenkinsfile, are also supported by more recent versions of Jenkins. Because they are suitable for organizing 

complex activities that run on multiple machines, Micro Focus suggests using pipelines. You can also save a 

pipeline in your source control code system with the rest of your code as an additional artifact and follow 

common CI best practices by storing it in a file format. 

The examples in this guide are created using projects rather than pipelines for simplicity's sake. 

 

Figure 4: Jenkins workflow 

4.2. Approach for practical experiment for a User: 

 Developed using: 

* React 

* Semantic UI - A development framework that helps create good-looking and responsive layouts using human-

friendly HTML. 

* Maven - Dependency Management 

* ES6 – The next version of JavaScript. It allows us to write real JavaScript classes. 

* JSX – Allows us to place HTML in JavaScript without concatenating strings. 

* Webpack – Allows us to pack all of our JavaScript files into one single bundle 
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* Springboot - RESTful Spring Boot Microservices with Spring Data JPA (Spring Data REST) 

* Hibernate - JPA provider 

* MySQL - Database 

* JWT – For token based user authentication and authorization. 

 Prerequisites: 

* Install node  

* Install npm  

* Install Java (jdk 1.8 is preferred) 

* Install Maven 3.x 

* Install Eclipse or Spring Tool Suite 

* Install Visual Studio Code 

 Notes: 

* This React app is named “experiment” using create-react-app. In the case of create-react-app, you can either 

install it globally (i.e. $ npm install -g create-react-app) or install it locally (i.e. $ npm install create-react-app). If 

you choose the latter, you will have to specify its path whenever you invoke it. 

(e.g. path/to/node_modules/.bin/create-react-app). 

* Check Installed Versions 

    Node: $ node --version 

    v16.14.2    

    NPM: $ npm  --version 

8.5.0 

Create React App: $ create-react-app  --version  

5.0.0 

 Quick Development Setup (for the Case Study): 

* git clone https://github.com/NishantBharali/projects 

* Import as maven project in eclipse or sts. Run springboot application on embedded Tomcat server 

localhost:8090.  

* Create database: 

Create **experiment** named database on MySQL on localhost:3306. 

Then set _**spring.jpa.hibernate.ddl-auto = create**_ in src/main/resources/application.properties in the 

springboot application. 

Once the database tables are created, set it to the value **update** 

* Run npm install and then npm start in VSCode command line 

* Hit http://localhost:3000/ 

* You can now view experiment in the browser proxying request /login from http://localhost:3000 to 

http://localhost:8080/ 

 Versions: 

* Node: 16.14.2 

* NPM:  8.5.0 

* Create React App: 5.0.0 

* Spring Boot: 2.6.4 RELEASE 

* React: 17.0.2 

* Maven: 3.8.5 

 Deployment: 

* API 
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Run mvn clean install to generate a WAR file deployable in any servlet containers like Tomcat. 

* UI 

Run npm run build 

It builds the app for production to the build folder. 

It correctly bundles React in production mode and optimizes the build for the best performance. 

The build is minified and the filenames include the hashes. 

The application will be successfully deployed after following the provided steps. 

To initiate the frontend: npm start 

It starts the development server in the browser.  

4.3. Research Result, Demonstration and Output 

4.3.1. GitHub Repository 

 

4.1.2. Database Schema 

 

 

 

 

 

 

 

 



                                                                                                                  e-ISSN: 2582-5208  
International  Research Journal of  Modernization  in Engineering  Technology  and Science 

( Peer-Reviewed, Open Access, Fully Refereed International Journal ) 
Volume:05/Issue:01/January-2023          Impact Factor- 6.752                                      www.irjmets.com 

www.irjmets.com                              @International Research Journal of Modernization in Engineering, Technology and Science 
 [1427] 

4.1.3. User Login Module Flow 

 

4.1.4. Creating the request body for the endpoints. 

The request bodies don’t have any manual value. 

All the variables are dynamic. 

The variables are accessing their values from the environment variables.  

For every individual service, individual and dedicated enviroment varibles are created. 

4.1.5. Main Page Workflow 
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4.1.6. Login Page and Registration Page 

 

4.1.7. Main Page (idea repository) and C.R.U.D. Example 
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4.1.8. Pushing the updated folders of all the successfully built application, both backend and frontend to my GIT 

Branch. 

 

 

4.1.9. Running the application as backend and frontend components in the Jenkins. 
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4.1.10. Jenkins Build 

 

4.1.11. Jenkins Pipeline status and groovy scripts 
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4.1.12. Jira for the research (AGILE/ Maintenance of the data about the project and tracking) 
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4.1.13. CODE COVERAGE (Test coverage): 

 

3.1.14. Code Sample(s) 

Folder and File Structure for the Backend 

 

Code to integrate MySQL database with hibernate and jpa repository in Spring boot 
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Code for Login REST Controller and API with error handling 

 

Code to implement a JWT token for user authentication and managing Token using JWT filter 

 

Code to create User model class 

 

Altering the default security configuration for Spring security 
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Creating a database Service 

 

JUNIT Mockito and MockMvc Testing 

 

Testing JWT token reliability 
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Folder and File Structure for the Frontend 

 

Redux-Saga implementation: 

 

Service/AJAX call to the backend to retrieve information using axios HTTP library: 

 

Login Page code implementation: 
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Reducer example for redux-store updation for new ideas C.R.U.D. operations: 

 

JEST enzyme Testing of the frontend components: 

 

V. CONCLUSION 

For local API testing and UI maintenance, full-stack development is a crucial development skill. At the end of the 

testing, we are able to confirm that the system is working as expected in terms of performance, functionality, 

security, and reliability. We are able to validate API endpoints' functionality in order to evaluate their 

performance and response on the basis of security, functional correctness, or just a status check. Not only are 

automated API tests faster to run, but they also guarantee ongoing API testing, which makes maintenance and 

debugging more effective. Because automated execution of test cases is quicker than manual execution, 

automated testing increases testing coverage. Additionally, it reduces reliance of testing on the test engineers' 

availability. Because automated tests can be run at any time in a 24x7 environment, C.R.U.D. operations testing 

provides coverage all day, every day. When compared to manual testing, the execution of a full-stack 

application that provides C.R.U.D. consumes significantly fewer resources. By creating a repository of various 

tests, it aids in training the test engineers and expands their knowledge. Reliability, stress, load, and 

performance testing are just a few examples of the kinds of testing it facilitates that would not be possible 

without automation. 
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