TRJ ETS

e-ISSN: 2582-5208
International Research Journal of Modernization in Engineering Technology and Science
( Peer-Reviewed, Open Access, Fully Refereed International Journal )

Volume:06/lIssue:03/March-2024 Impact Factor- 7.868 Www.irjmets.com

A SURVEY ON TWITTER BOT DETECTION USING GRAPH BASED DEEP
LEARNING (GRAPH NEURAL NETWORKS)

Mr. Md. Abul Kalam*1, K. Akash*2, Md. Khadeer®3, R. Vamshi*4

“1Assistant Professor, Department Of CSE (Artificial Intelligence & Machine Learning) ACE
Engineering College, Hyderabad, Telangana, India.

*234]V B.Tech Students, Department Of CSE (Artificial Intelligence & Machine Learning) ACE
Engineering College, Hyderabad, Telangana, India.

DOI : https://www.doi.org/10.56726/IRJMETS51528
ABSTRACT

The concept of openness defines Twitter's ecosystem, facilitating automated account management through its
API, resulting in the proliferation of “bots”. These bots, while copying human actions such as tweeting and
following, also engage in detrimental activities like disseminating false information and malicious software.
Detecting & addressing these bots is imperative to combat misinformation & cyber threats. Our research
introduces a pioneering approach utilizing Graph Neural Networks (GNNs) to harness Twitter's network
structure for precise bot identification. We establish a dynamic graph model of the Twittersphere, representing
user interactions as edges to comprehensively grasp relational dynamics. By enriching this graph with user-
centric data including account longevity’s & activity’s, we obtain a holistic understanding. Our tailored GNN
architecture, drawing inspiration from prior models, learns user embedding to discern patterns indicative of
bot behavior’s, thereby revealing the covert domain of automated accounts. Through the integration of network

analysis, machine learning, and social media analytics, our interdisciplinary methodology aims to contribute
significantly towards mitigating the detrimental effects of bot-driven misInformation on Twitter.

Keywords: Graph Neural Networks (GNNs), Machine Learning, Network Analysis, Deep Learning.
L INTRODUCTION

In the realm of deep learning, Graph Neural Networks (GNNs) emerge as powerful tools for analyzing data
structured as graphs, offering unique advantage over the traditional neural networks and designed for grid-like
data such as images or matrice. Within this domain, Twitter serve’s as rich tapestry where users are nodes and
their interactions, like follows & retweets, form edges. GNNs navigate this inteconnected landscape, asimilating

insights not only from individual nodes but also from their neighboring nodes & the underlying relationships.
This innate capacity’s leverage the intrinsic structure of graphs endows GNNs with prowess in tasks like node
classification, link prediction, & graph clustering. At the core of GNNs lie the concept of message passing, where
each node aggregate informations from its neighbors via connected edges. This information’s, typically encoded
as feature vectors, undergoes processing & transformation via a message passing function, enabling the node to
glean insight from its local environment & update it own representation. This iterative process unfold across
multiple layers, empowering the GNN to progressively discern higher-level feature & relationships within the
graph. Various GNN variants exist, each wielding unique strengths & weaknesses. Notable examples include
Graph Convolutional Networks (GCNs), inspired by convolutional neural networks to glean insights from local
neighborhoods, & Recurent graph Neural Networks (R-GNNs), leveraging recurrent architectures to capture
temporal dependencies in dynamic graphs. The potency of GNNs stems from their adeptness at harnessing the
inherent structure of graph data. By assimilating insights entity relationships, GNNs unravel hidden patterns &
revelations that elude traditional methodologies. This versatility renders them well-suited for a plethora of
applications, spanning from node classification & link prediction to graph clustering. In the context of Twitter &
where bots pose a significant threat to platform integrity, GNNs offer a promising solution for bot detection. By
analyzing the intricate network of user interactions, GNNs can acurately Identify’s bot Behavior, distingushing
it from genuine user activity with greater accuracy & precision than traditional methods. This capability is
invaluable in combating the spread of misinformations, safeguarding user experiences, & preserving the
credibility of the platform.
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II. LITERATURE REVIEW

The widespread presence of bots on “Twitter” represents a notable challenge to the platform's integrity & user
satisfaction’s. These automated entitie’s are implicated in various malicious activitie’s, including dissemination
of misinformation, manipulation of public sentiment’s, and orchestration’s of coordinated attacks. Ensuring
robust bot detection mechanism’s is imperative to uphold a secure and trustworthy online ecosystem.

Perozzi et al [1]- DeepWalk:

Online Learning of Social Representations (2014) introduces a pioneering method for acquiring node
embeddings within the graphs. This approach, known as DeepWalk, innovatively leverage’s random walk’s on
the graph, drawing parallel’s to sentence’s in natural language processing. By treating these random walks as
sequences analogous to language sentences, DeepWalk effectively capture’s structural relationship’s inherent
within the graph, thereby generating meaningful node representation’s suitable for a wide array of task’s,
including network analysis & link prediction. The paper addresses significant shortcomings prevalent in prior
methods for node embedding. Traditional approaches often relied on computationally expensive matrix
factorization techniques or were constrained to specific graph structure’s, limiting their scalability &
applicability. In contrast, DeepWalk offer’s a highly efficient & scalable solution that can be applied to large &
graphs, overcoming the limitations of previous methodologies. DeepWalk's methodology is rooted in utilization
of word2vec, a well-established word embedding technique’s, to learn node representations based diverse on
the sequence;s of nodes encountered during random walk’s. By adapting this established technique to context
of graph structure’s, DeepWalk significantly advances the field of graph learning algorithms. The impact of
DeepWalk extend beyond its initial introduction, serving as a foundational framework that has influence
numerous subsequent graph learning algorithm’s. Notably, DeepWalk's principles have inspired the
development of graph convolutional networks (GCNs), which have emerged as a widely adopted approach for
various task’s, including the detection of automated account’s or "bots" , within complex social network’s. In
summary, Perozzi et al's DeepWalk presents a groundbreaking approach to learning node embeddings in
graphs, offering scalability, efficiency, and applicability to diverse graph structures. Its influence resonate’s
across field of graph learning algorithm’s , shaping subsequent advancements and applications, including the
widespread adoption of graph convolutional networks for tasks such as bot’s detection.

Weihua Hu et al [2] - GraphSAINT: Graph Sampling Based Inductive Learning (2019) introduces an
innovative approach to the scalable graph sampling for the inductively learning node representation’s on
extensive graph’s. Traditional methods typically process the entire graph’s, leading to the computational
inefficiencies, particularly in context of the large-scale networks like Twitter. In the contrast, “GraphSAINT”
adopt’s a strategic sampling strategy, focusing on small subgraphs during the training, thereby enhancing
efficiency without compromising performance. One of the primary challenges in learning node representations
lies in the computational burden associated with processing large graphs. “GraphSAINT” addresses this
challenge through the implementation of the efficient sampling technique coupled with inductive learning
mechanisms. This approach ensures that the learned representations are not only computationally tractable
but also generalizable to unseen nodes, thereby enhancing the scalability & applicability of the model.
“GraphSAINT” leverages graph sampling algorithms in conjunction with a message-passing framework akin to
Graph Convolutional Networks (GCNs) to the extract node representations from sampled subgraph’s. By
strategically selecting & processing relevant subgraphs, ‘GraphSAINT’ optimize’s computational resources
while preserving the integrity of the learned representations. This strategic sampling approach enables
“GraphSAINT” to effectively capture the intricate structural & relationally dynamic’s inherent in the large-scale
graphs like Twitter, facilitating robust and scalable node representation learning. In summary, Hanqing Zeng's
“GraphSAINT” introduce’s sophisticated yet practica;l solution to challenges associated with the learning node
representations on the extensive graph’s. By combining efficient sampling techniques with inductive learning
mechanism’s, “GraphSAINT” offers a scalable and generalizable approach to the node representation learning,
making it particularly well-suited for real-world application’s with massive graph’s like Twitter.

Zhiyuan Wu et al [3] - The author’s address the challenge of detecting bot’s across the various language’s on
“Twitter”. They emphasize the importance of the analysing bot’s behaviours pattern’s, such as tweet content,
network connectivity’s, & temporal activity’s, to the effectively identify bot’s. By focusing on both network
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structure & content, the paper highlights the significance of a holistic approach to bot detection. The author’s
emphasis on the considering tweet content suggests the potential of the integrating text analysis technique’s,
such as language models, into bot detection strategies. This is the approach complement’s graph-based
methods by providing additional insights into the linguistic characteristics of bot-generated content. By
leveraging language model’s, researchers can uncover pattern’s & anomalies in bot tweets across different
languages, enhancing the accuracy of detection algorithms. Furthermore, Wu et al. underscore the importance
of temporal activity patterns in bot detection. Bots often exhibit distinct posting behaviour’s, such as posting at
regular intervals or during specific time windows. Analysing temporal activity patterns alongside content &
network features can provides the valuable clues for the distinguishing between bot’s & genuine users. The
paper's focus on language-agnostic bot detection is particularly relevant in the context of Twitter's global user
base, where multilingual content is prevalent. Detecting bots across different language’s requires robust
algorithms capable of processing and analysing diverse linguistic data effectively. Overall, Wu et al.'s research
highlights the need for the comprehensive bot’s detection approaches that integrate both network structure &
content analysis. By leveraging insight’s from the text analysis & considering temporal activity pattern’s,
researchers can develop more effective strategies for identifying bots across various languages on Twitter.
Xinyang He et al [4]- An Attention-Based Graph Neural Network for the Spam Bot’s Detection in the Social
Network’s (2020), delve’s into the application of graph attention network’s (GATSs) for the identification of
malicious accounts within the online social network’s, including platforms like “Twitter”. Unlike conventional
convolutional approache’s, GATs specialize in directing attention towards informative edges & node’s within
the graph structure’s. This capability enables them to the discern intricate relationships & patterns that may
elude traditional methods. Prior methodologies for the bot’s detection often relied on the simplistic feature’s &
struggled to the adequately capture nuanced interconnection’s between users in social network’s. GATs address
this limitation by the leveraging attention mechanisms to the learn weights that highlight significant
connections and nodes, thereby enhancing the accuracy of identifying malicious accounts. The study's approach
involves the implementation of GATs equipped with attention mechanisms designed to assign the weights to
edges & nodes based on their relevance in the identifying malicious accounts. By prioritizing crucial
connections & nodes within the network, the GATs are able to discern subtle patterns indicative of bot activity
that may otherwise remain undetected. Overall, Zhao's research underscores the significance of employing
sophisticated graph neural network architectures, such as GATs, in the realm of bot detection within social
networks. By harnessing the power of attention mechanisms to discern crucial relationships & patterns, these
networks contribute to more effective & accurate identification of malicious accounts, thus bolstering the
platform's integrity & user experience.

Juncheng Guo et al [5] - In "BotRGCN: Twitter Bot Detection with the Relational Graph Convolutional
Network’s by Juncheng Guo et al,, the author’s introduce a novel approach to the bot detection on “Twitter”
using the relational graph convolutional network’s (R-GCNs). Traditional methods often focus on simple user
interaction’s like follows or mentions, but Guo et al. leverage R-GCNs to capture a broader range of the the
relationships, including follows, retweets, & mentions. This is the comprehensive approach enablesenable’s a

more nuanced understanding of the user interactions within the Twitter network. R-GCNs offer the several
advantages over traditional graph-based methods. They allow for the incorporation of diverse relationship
types, capturing the complex web of interactions that characterize the social media platforms like Twitter. By
considering multiple relationship types simultaneously, R-GCNs provide a more holistic view of the user
behavior, facilitating improved bot detection. The key innovation of BotRGCN lies in its ability to exploit the rich
relational structure of the Twitter network. By modeling diverse the relationships between users, including
both explicit connections (e.g., follows) & implicit interactions (e.g., retweets), the model gains a deeper
understanding of user behavior. This enables more accurate detection of bots, which often engage in anomalous
patterns of interaction that can be captured by analyzing their relationship with other users. Furthermore, by
leveraging R-GCNs, researchers can develop more flexible & adaptable bot detection models. R-GCNs are
capable of learning from the complex & evolving relationships present in Twitter networks, allowing the model
to adapt to change’s in user behaviour & emerging bot detection strategies. Overall, BotRGCN represents a
significant advancement in the field of bot detection on Twitter. By leveraging relational graph convolutional
networks to capture diverse relationship types, the model achieves a more nuanced understanding of user
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interactions, leading to improved accuracy in bot detection. Utilizing R-GCNs in deep learning models has the
potential to enhance bot detection efforts by enabling the consideration of diverse relationships between users,
ultimately contributing to more effective bot detection strategies.

Juncheng Guo et al [6] - Heterogeneity-aware Twitter Bot Detection with Relational Graph Transformers
(2021)" addresses the critical issue of detecting bots on Twitter. Traditional bot detection methods often fail to
account for the diverse relationships and varying levels of influence among users on the platform. The
proposed framework introduces a novel approach by constructing a heterogeneous information network that
incorporates relational graph transformers to model the nuanced intensity of influence between users. Key to
this framework is the utilization of semantic attention networks, which effectively aggregate messages across
the heterogeneous network. This approach enables the detection of bots while taking into consideration the
heterogeneity of user interactions and the varying degrees of influence they exert. Through extensive
experimentation, Feng demonstrates that this framework surpasses existing state-of-the-art methods in bot
detection performance. The significance of this research lies in its contribution to advancing the field of bot
detection models. By leveraging relational graph transformers and semantic attention networks, the framework
effectively captures the dynamic nature of interactions on Twitter, leading to more accurate and
comprehensive bot detection results. This work not only enhances our understanding of bot behaviors within
complex social networks but also offers practical implications for mitigating the spread of misinformation and
preserving the integrity of online platforms. Overall, Feng's study underscores the importance of considering
heterogeneity in social network analysis and provides a valuable contribution to the development of more
robust bot detection mechanisms.

Yang Yang et al [7] - In "TwiBot-20: A Comprehensive Twitter Bot Detection Benchmark," authored by Yang
Yang et al, the researchers present TwiBot-20, a substantial benchmark dataset specifically designed for
evaluating Twitter bot detection algorithms. This dataset encompasses a wide array of bot types along with
genuine user accounts, offering a diverse representation of Twitter activity. By including various bot types,
TwiBot-20 mirrors the complexity of real-world bot behavior, making it an invaluable resource for bot
detection research. One of the key contributions of TwiBot-20 is its role in standardizing the evaluation process
for bot detection methods. With a standardized dataset like TwiBot-20, researchers can systematically compare
the performance of different detection techniques in a controlled environment. This ensures fair and consistent
evaluations, facilitating meaningful comparisons between approaches. Furthermore, TwiBot-20's large-scale
nature provides researchers with ample data to train, validate, and test their bot detection models
comprehensively. The dataset's size allows for robust model evaluation across diverse scenarios, helping
researchers assess the generalizability and effectiveness of their algorithms. Importantly, TwiBot-20's inclusion
of genuine user accounts alongside bot accounts adds another layer of realism to the evaluation process. By
incorporating genuine user activity, researchers can evaluate the ability of their detection models to distinguish
between bot-generated content and legitimate user behavior accurately. Researchers interested in developing
graph-based deep learning models for bot detection can leverage TwiBot-20 as a benchmark dataset. By
evaluating their models against TwiBot-20, researchers can ensure that their approaches are competitive and
effective in detecting various types of bots encountered in real-world Twitter networks. This standardized
evaluation process enhances the credibility and reliability of bot detection research, ultimately contributing to
advancements in the field.

Yang Yang et al [8] - "TwiBot-22: Towards Graph-Based Twitter Bot Detection" (2022), addresses the pressing
need for a more robust dataset to assess graph-based methods for detecting bots on Twitter. They highlight
shortcomings in existing datasets, which were characterized by their small size, limited diversity in
relationships, and inconsistent labeling methodologies. In response, the authors introduce TwiBot-22, a large-
scale benchmark dataset meticulously designed to encompass a diverse user network and various relationship
types, including follows, retweets, and mentions. Notably, TwiBot-22 also features high-quality bot labels,
enhancing the reliability and comprehensiveness of the dataset. Moreover, Feng et al. conduct a thorough
evaluation by re-implementing and assessing 35 bot detection baseline models not only on TwiBot-22 but also
on eight additional datasets. This extensive analysis provides valuable insights into the performance of these
models across different datasets, shedding light on their strengths and limitations in various scenarios. The
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introduction of TwiBot-22 represents a significant step forward in the field of graph-based Twitter bot
detection, offering researchers a comprehensive and reliable dataset for evaluating the efficacy of their
detection methods. By addressing the limitations of existing datasets and providing a standardized benchmark,
TwiBot-22 lays a solid foundation for the development of more effective approaches to combatting bots not
only on Twitter but also on other online platforms. This work contributes to advancing the state-of-the-art in
bot detection research, ultimately aiming to enhance the integrity and user experience of online platforms by
mitigating the impact of malicious bot activity.

Henyu Lei et al [9] - BIC: Twitter Bot Detection with Text-Graph Interaction and Semantic Consistency”
(2023). The primary focus of their work was to address the challenge of integrating text and network data for
the purpose of Twitter bot detection. Previous methodologies often treated these data types independently,
thereby overlooking potentially valuable insights that could be gleaned from their combination. In response,
the BIC model offers a hybrid approach, leveraging Bi-directional Long Short-Term Memory (Bi LSTM)
networks for tweet analysis alongside a graph attention network designed to comprehend user interactions
within the network. A distinguishing feature of the BIC model is its unique text-graph interaction module, which
facilitates the fusion of information extracted from both text and network domains. This integration enables
more comprehensive analysis and enhances the overall effectiveness of bot detection. Furthermore, the BIC
model incorporates a mechanism for modeling semantic consistency by examining the coherence of tweet
content across a user's timeline. By identifying inconsistencies in behavior exhibited by bots, this semantic
consistency analysis contributes to the model's capacity for accurate detection. The efficacy of the BIC model
was validated through extensive testing, which demonstrated its superiority over previous methods in terms of
bot detection performance. The success of BIC can be attributed to its innovative approach to information
fusion and its emphasis on interpretability, which enables researchers and practitioners to gain deeper insights
into the underlying factors contributing to bot behavior on Twitter. Overall, the BIC model represents a
significant advancement in the field of Twitter bot detection, offering improved accuracy and interpretability
through the integration of text and network data.

TWITTER BOT DETECTION USING GRAPH BASED DEEP LEARNING (GRAPH NEURAL NETWORKS)

Twitter's vibrant ecosystem, teeming with millions of users and a constant flow of information, faces a
significant challenge from the infiltration of bots, estimated to comprise up to 20% of active accounts. These
automated entities, ranging from simple scripted bots to sophisticated Al-driven algorithms, pose a threat to
the platform's integrity and user experience. They manipulate public opinion, spread misinformation, engage in
coordinated attacks, and manipulate platform algorithms to distort content reach. Traditional bot detection
methods struggle with their mimicry of human behavior, highlighting the need for more effective solutions.
Graph Neural Networks (GNNs) offer a promising avenue for bot detection by leveraging Twitter's network
structure, where users and their interactions form a complex graph. GNNs excel at navigating such structures,
aggregating insights from nodes and their relationships to identify bot behavior accurately. By harnessing the
power of message passing and iterating across multiple layers, GNNs capture nuanced patterns and
correlations within the graph, enabling precise bot detection. This innovative approach holds potential for
safeguarding Twitter's integrity and fostering a safer and more trustworthy online environment.

Papers Date & Year | Technologies/methods Pros Cons
DeepWalk: Online - Efficiently learns node -Limited to static
[1] Mar 26, 2014 Learning of Social embeddings on large network
Representations. graphs representations
- It supports inductive - While GraphSAINT
learning, allowing for effectively learns node
GraphSAINT: Graph efficient inference on representations, the
(2] Jul 10,2019 Sampling Based unseen nodes without model's internal
Inductive Learning. requiring re-training workings may not be
the model, which is easily interpretable,
beneficial for dynamic | making it challenging to
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Comparison of Bot Detection Methods on Cresci-15 and TwiBot-20
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III. CONCLUSION

In this project, we have focused on addressing the pressing issue of bot presence on Twitter, recognizing its
detrimental impact on platform integrity and user experience. Leveraging graph-based deep learning,
particularly graph neural networks (GNNs), we aim to effectively tackle bot detection by harnessing the
inherent network structure of Twitter. Through our methodology, we construct a dynamic graph
representation of the Twittersphere, enriched with additional user data to provide a comprehensive basis for
analysis. Inspired by existing models like BotRGCN and BIC, we develop a custom GNN framework designed to
navigate this enriched graph and identify bot accounts accurately. By learning user embeddings and discerning
patterns of behavior unique to bots, our approach contributes to the ongoing efforts to combat misinformation
and ensure a safer online environment for Twitter users.
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