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ABSTRACT 

The susceptibility of current facial recognition and authentication systems to various biometric attacks poses a 

significant risk for unlawful activities. This study specifically addresses the vulnerability of these systems to 

morphing attacks, proposing a robust detection mechanism capable of handling variations in age, illumination, 

and the presence of eye and headgear. The proposed approach employs a feature extractor and classifier based 

on deep learning. In addition to that, feature combination and image enhancement techniques are introduced to 

enhance the results of detection. To evaluate the effectiveness of the proposed method, a versatile dataset is 

created, incorporating Morph 2 along with Morph 3 images generated using specialised tools with manual 

interposition. Morph 3 images, characterized by a more true to life appearance, present a greater challenge for 

detection, and notably, they have not been thoroughly explored in existing literature. The use of sophisticated 

morphing algorithm contributes to a more sophisticated morph attack incidence compared to the morphs 

generated by free programs and code scripts in previous works. The creation of morphs involves eight diverse 

databases to encompass a wide range of variations. The results obtained from multiple experimental setups 

indicate that the proposed methodology yields promising outcomes in terms of morphing attack detection. 

Overall, the study emphasizes the importance of addressing the vulnerabilities in facial recognition systems and 

presents a viable solution for enhancing their security against morphing attacks. 
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I. INTRODUCTION 

The integration of modern technologies has transformed the world into a global village, erasing vast distances 

through the availability of rapid transportation modes such as airplanes, trains, ships, and buses. The 

proliferation of these transportation options has resulted in a substantial surge in the global traveling 

population. Coping with such mobility challenges, manual verification of travel documents and facial 

authentication has become impractical. Consequently, an automatic system for border control is employed for 

the passport authentication and approval, currently operational in over 180 airports worldwide. This 

automated system relies on a face recognition system to compare live-captured images of travellers with the 

images stored in travel agencies' databases or within machine-readable travel documents such as passports. 

Once the face recognition system verifies the match between the live image and the stored image, the traveler is 

granted authorization to travel. This automatic border control system serves as an effective solution to manage 

the immense traveling population. 

However, the availability of image manipulation technology has provided malevolent individuals with the 

means to engage in fraudulent activities. To address the vulnerability of face recognition systems to such 

manipulations, many methods were proposed. These methods are classified according to their method of 

morph detection, including detection of single image morph attack as well as differential morph. The current 

study provides a comprehensive model for morph attack detection capable of classifying a diverse range of 

images. Different types of images with varying features such as age, expression, posture, illumination, gender, 

race, hairstyle, facial hair, headgear, and eyewear are considered. This diversity is crucial as various ID cards 

possess different background colors and specifications, requiring a versatile approach to morph attack 

detection. 
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II. LITERATURE REVIEW 

The research centred on a thorough investigation into the effectiveness of various methodologies within the 

domain. By scrutinizing pertinent research papers, the aim was to assess a multitude of approaches and 

techniques employed in these areas. This process sought to reveal the nuanced intricacies and advancements 

within the field. 

F. Peng, L.-B. Zhang et al. [1] The threat posed by face morphing attacks to existing face recognition systems 

has been established. While a few methods for detecting face morphing have been proposed, addressing the 

challenge of restoring the facial image of the accomplice in face morphing remains a complex issue. The current 

paper introduces a Face De-morphing Generative Adversarial Network (FD-GAN) designed to recover the image 

of the abetter. FD-GAN uses a symmetric architecture of dual network and incorporates two different levels of 

restoration losses to isolate the features of the morphing abetter. The approach leverages both the facial image 

captured, containing the identity of the criminal and the morphed image stored in the e-passport system, which 

contains the criminal and abetter’s identities. Through this process, FD-GAN restores the facial image of the 

accomplice. Results from experiments and analysis affirm the effectiveness of the proposed system. The FD-GAN 

holds significant potential for application in tracing the identity of the accomplice involved in face morphing 

attacks, particularly in criminal investigations and judicial forensics. 

U. Scherhag, C. Rathgeb et al. [2] Recently, researchers have identified that the intended generalizability of 

face recognition systems, particularly deep ones, increases their susceptibility to attacks. Notably, attacks 

employing morphed images pose a significant security threat to these systems. Over the past few years, the 

subject of face morphing and automated detection of morphing attack has garnered attention from various 

research laboratories in the biometrics field, resulting in numerous published approaches. The current paper 

introduces a metrics for evaluating such methods, offering a thorough view of relevant publications. It further 

explores technical considerations associated with the surveyed methods, while also addressing issues and 

challenges present in the field of (deep) face recognition systems and morph attack detection. 

A. W. Yip, P. Sinha et al. [3] A fundamental challenge in face perception revolves around understanding the 

influence of different facial attributes on identity judgments. This study specifically investigates the role of color 

cues in this process. Despite color being a noticeable feature of faces, prior research has indicated that it offers 

minimal advantages in recognizing individuals. However, our experimental findings challenge this notion, 

suggesting that color cues indeed contribute to face recognition, particularly when shape cues are 

compromised. In situations where shape cues are degraded, our results demonstrate that recognition 

performance with color images surpasses that with gray-scale images. Importantly, our experiments highlight 

that the role of color in face recognition may not primarily involve providing diagnostic indications for identity 

but rather in assisting low level image-analysis processes, such as segmentation. 

U. Scherhag, C. Rathgeb et al. [4] Facial recognition systems are widely recognized for their vulnerability to 

face morphing attacks. Numerous approaches for morphing attack detection (MAD) have been proposed. 

Nevertheless, the MAD algorithms presented thus have been predominantly trained and tested on datasets with 

limited image characteristics. These limitations include datasets created using a single morphing tool or those 

lacking realism, such as the absence of print-scan transformations. Consequently, these methods are prone to 

overfitting on specific image types, and their reported results may not be applicable in the real-world scenario. 

For example, the recent outcomes of the NIST FRVT morph reveal that a majority of MAD algorithms lack 

effectiveness and performance, particularly when confronted with unknown datasets. This emphasizes the need 

for more comprehensive and realistic evaluation strategies for MAD algorithms to ensure their effectiveness in 

practical applications. 

K. Panetta, Q. Wan et al. [5] The burgeoning field of cross-modality face recognition has gained prominence 

owing to the widespread use of diverse sensors in everyday life applications. The advancement in the face 

recognition software heavily depends on existing databases for assessment and acquiring training examples for 

ML algorithms with substantial data requirements. Currently, a gap exists in publicly available face databases, as 

none include two or more modes for the same subject. In this study, we present the Tufts Face Database, 

addressing this limitation by encompassing images collected through various modes. These modalities include 

photograph images, thermal images, near-infrared images, and 3D images for each volunteer's face. To ensure 
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ethical standards, we obtained an Institutional Review Board protocol and collected images from volunteers at 

Tufts University. This dataset aims to facilitate research in cross-modality face recognition by providing a 

diverse set of modalities for each subject. 

G. Wolberg et al. [6] Image morphing has become a focal point of attention in recent years, emerging as a 

potent tool for visual effects in the realms of film and television. This capability facilitates the seamless 

transformation of one digital image into another. The current paper conducts a comprehensive survey of the 

evolution of the field and outlines recent strides in image morphing, with a focus on feature specification, 

methods of warp generation and transition control methods. These aspects directly impact the user experience 

and the quality of the results obtained. The paper delves into the significance of RBFs, thin plate splines, 

minimization of energy, and multilevel free-form deformations in pushing the boundaries of image morph 

techniques. These methodologies contribute to advancing the state-of-the-art in achieving high-quality 

morphing effects. Additionally, the paper discusses recent developments in establishing a generalized 

framework for morphing among multiple images, showcasing the ongoing efforts to broaden the scope and 

capabilities of image morphing technology. 

Paper AUTHORS TITLE ADVANTAGES DISADVANTAGES 

[1] 

F.Peng,L.-

B.Zhang, and M. 

Long 

Face De-Morphing 

Generative 

Adversarial Network 

for Restoring 

Abetter’s Facial 

Image 

 

Introduces a novel face 

de-morphing 

generative adversarial 

network (FD-GAN) for 

reinstating abetter's 

facial image, addressing 

a critical aspect of face 

morphing attacks. 

Relies on the assumption 

that both the identity of the 

criminal from face 

recognition systems and the 

morphed image from e-

passport systems are readily 

accessible, which may not be 

the case in all situations 

[2] 

U.Scherhag, 

C.Rathgeb, J. 

Merkle, R. 

Breithaupt, and C. 

Busch 

Face recognition 

systems under 

morphing attacks: A 

survey 

Provides valuable 

insights into the 

vulnerabilities of 

(deep) face recognition 

systems, highlighting 

the importance of 

understanding and 

addressing security 

risks. 

Raises concerns about the 

intended generalizability of 

face recognition systems, but 

the abstract does not 

elaborate on specific 

challenges or potential 

solutions, leaving a gap in 

practical guidance. 

[3] 
A.W.Yip and P. 

Sinha 

Contribution of color 

to face recognition 

 

Tackles a fundamental 

challenge in face 

perception by 

investigating the 

contribution of color 

cues to judgments of 

identity, contributing to 

a deeper understanding 

of facial recognition 

processes. 

The abstract does not 

explicitly address the 

generalizability of findings 

beyond specific experimental 

conditions, raising questions 

about the broader 

applicability of the results to 

real-world scenarios. 

[4] 

U. Scherhag, 

C.Rathgeb, 

J.Merkle, and C. 

Busch 

Deep face 

representations for 

differential 

morphing attack 

detection 

Addresses the well-

known vulnerability of 

facial recognition 

systems to face 

morphing attacks, 

emphasizing the 

importance of 

Mentions overfitting issues in 

MAD algorithms but lacks 

detailed analysis or 

examples, potentially 

limiting the depth of 

understanding regarding the 

specific challenges faced in 
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morphing attack 

detection (MAD) 

solutions in enhancing 

system security. 

the field. 

[5] 

K. Panetta, Q. 

Wan, S. Agaian, S. 

Rajeev, S. 

Kamath, R. 

Rajendran 

A comprehensive 

database for 

benchmarking 

imaging systems 

Tackles the growing 

relevance of cross-

modality face 

recognition, addressing 

a contemporary 

technological challenge. 

Although diverse, the 

database is collected from a 

specific university 

community, which may 

introduce biases and limit 

the generalizability of 

findings to broader 

populations. 

[6] G. Wolberg 
Image morphing: A 

survey 

Acknowledges the 

increased attention to 

image morphing, 

recognizing its 

significance in the 

domain of visual effects 

for film and television, 

reflecting the paper's 

awareness of the field's 

impact. 

Focused on technical aspects, 

the abstract does not address 

potential ethical concerns 

associated with image 

morphing, such as misuse or 

implications for digital 

manipulation in various 

contexts. 

 

III. CONCLUSION 

To improve the effectiveness and robustness of morph attack detection in real-world scenarios, this study 

introduces a morph attack detection model that exhibits resilience and effective generalization along with a 

highly diverse morph database. Various feature combination techniques are examined, revealing that feature 

concatenation stands out as the most effective approach for morph detection. While certain methods, such as 

feature concatenation, demonstrate superior morph attack detection performance, it is noted that this comes at 

the expense of increased computational cost. Furthermore, the study identifies that images crafted manually 

through the use of sophisticated morphing tools to produce high-quality morphed results, pose a challenge for 

detection models trained on databases with low variation. Specifically, models trained on databases created 

automatically using programming scripts with lower quality morphing tools like OpenCV and FaceMorpher 

exhibit difficulty in detecting manually crafted morphed images. This observation underscores the importance 
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of utilizing diverse and realistic morphed databases to improve the robustness and practical applicability of 

morph attack detection models. 
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