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ABSTRACT 

Phishing websites have proven to be a major security concern. Several cyber-attacks risk the confidentiality, 

integrity, and availability of company and consumer data, and phishing is the beginning point for many of them. 

Many researchers have spent decades creating unique approaches to automatically detect phishing websites. 

While cutting-edge solutions can deliver better results, they need a lot of manual feature engineering and aren't 

good at identifying new phishing attacks. As a result, finding strategies that can automatically detect phishing 

websites and quickly manage zero-day phishing attempts is an open challenge in this field. The web page in the 

URL which hosts that contains a wealth of data that can be used to determine the web server's maliciousness. 

Machine Learning is an effective method for detecting phishing. 

I. INTRODUCTION 

Phishing is the most unsafe criminal exercises in cyber space. Since most of the users go online to access the 

services provided by government and financial institutions, there has been a significant increase in phishing 

attacks for the past few years. Phishers started to earn money and they are doing this as a successful business. 

The reason for creating these websites is to get private data from users like account numbers, login id, 

passwords of debit and credit card, etc. Moreover, attackers ask security questions to answer to posing as a 

high-level security measure providing to users. When users respond to those questions, they get easily trapped 

into phishing attacks. 

II. METHODOLOGY 

Webpage: The user accesses a webpage that provides an interface to input a URL for classification. Enter URL: 

The user pastes or types the URL they want to classify in the input field provided on the webpage. Send URL to 

Flask Backend: The webpage sends the input URL to the Flask backend, which is responsible for processing and 

classifying the URL. 

III. MODELING AND ANALYSIS 

The data is split into 8000 training samples and 2000 testing samples, before the ML model is trained. It is 

evident from the dataset that this is a supervised machine learning problem. Classification and regression are 

the two main types of supervised machine learning issues. Because the input URL is classed as legitimate (0) or 

phishing (0), this data set has a classification problem.  

The following supervised machine learning models were examined for this project's dataset training  

 

Figure 1: Flow Diagram 
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IV. RESULTS AND DISCUSSION 

The below fig 8.1 explains the completion of the testing, the results revealed that the model had an accuracy of 

0.947 and a test loss of 0.1615. According to these measures, the performance of the model with respect to the 

classification job seems to be satisfactory. A test loss of 0.1615 indicates that the model is capable of properly 

predicting the right class for an extremely high percentage of the test occurrences. It would seem that the 

model is picking up on the underlying patterns in the data because of its ability to generalize successfully to 

new cases.  

 

Figure 2: 

 

Figure 3: Name of Graph 

V. CONCLUSION 

This survey presented various algorithms and approaches to detect phishing websites by several researchers in 

Machine Learning. On reviewing the papers, we came to a conclusion that most of the work done by using 

familiar machine learning algorithms like K-Nearest Neighbors.  
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