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ABSTRACT

There are many aspects in which security can be provided, even many applications too like secure payments,
private communications. One such indispensable aspect is Cryptography. Though it’s probably the oldest art,
still the techniques used in Cryptography are a crucial means in achieving security. It not only clinches in
making information restricted but also delivers various protection and security features like system security,
digital signatures. So, the methods, encryption, and decryption of cryptography play a vital role in achieving the
security mentioned above. The quality of the security provided will be entirely dependent on the quality of the
encryption and decryption algorithms which in turn can be said to be based on the structure of mathematics and
the confidentiality of key. The key can be said as the essence of encryption, as by knowing the key a person can
encrypt or decrypt the information. Hence, choosing the key is the most vital process. This paper provides an
overview and implementation of RSA, a public-key cryptosystem.
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L. INTRODUCTION

The main problem that cryptography tries to solve is preventing unauthorized access to information [1]. In
general, cryptography works by encrypting the plaintext into a cipher text which will be turned back into
plaintext by decrypting it. Thus, the methods encryption and decryption are the crucial schemes in achieving
better security. Mainly the usage of an efficient encryption algorithm helps to attain better safety to the end-user
and greater affiliation for the attacker.

The RSA algorithm is a public-key cryptosystem that is widely used in digital signatures despite being
published in 1977. It was first presented by R. L. Rivest, A. Shamir, and L. Adleman in the paper “A Method for
Obtaining Digital Signatures and Public-Key Cryptosystems” in 1978. The essence of the RSA algorithm lies in
prime factorization which is known as the unsolved problem in computer science [2] as that’s what keeps RSA
more secure and difficult to break. This paper implements the RSA algorithm in Java by generating very huge
prime numbers.

IL. THE RSA CRYPTOSYSTEM

RSA (Rivest-Shamir-Adleman) is among the first public-key cryptosystems which are widely used for secure
data transmission [3]. In this Cryptosystem, the encryption key is public and is different from the decryption key
which is kept as private or secret also known as a private key. This Asymmetric Encryption system uses two
distinct but related keys. The Public Key, is used for encryption and the other, the Private Key, is for decryption.
The Private Key isto be kept private so that only the authenticated receiver can decrypt the message. This
asymmetry is based on the practical difficulty of factoring the product of two large prime numbers. A
user generates and then publish a public key on the basis of two large prime numbers, along with an additional
value with the key. The prime numbers that are generated must be kept as a secret. Anyone who has the public
key can encrypt the message, but only the message can only be decoded by the one with the prime numbers. The
security becomes much strong as it gets harder for the users to decrypt the encrypted message without the
private key, as the complexity of the factorization of large integers increases. The use of two keys makes
this encryption system a very complex technique. Hence, it proves to be very beneficial in terms of data
security. Till date there are not any methods to defeat the system if a larger key is used for encryption.
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(A) Public Key Cryptography : Public Key cryptography is a method of encrypting data with two different
keys i.e. private and public [4]. The public key is available for anyone to use. The private key is kept
private or as a secret for each individual. The sender can encrypt a message using the receiver’s public
key, but that encrypted message can only be decrypted with the receiver’s private key. This ensures that
only the receiver will be able to read the message. Let us assume, User X wants to send a private
message, 'm', to user Y. User X gets User Y's public key from mail. User X encrypts message 'm' using
Y's public key. This produces a cipher text message 'c' which is sent over a mail. Upon receiving, User Y
decrypts message 'c' using their private key. This results in the original message 'm'.

(B) RSA Cryptography : RSA Cryptography is a cryptographic system that uses the RSA algorithm which
is an asymmetric algorithm in which the two set of keys are used i.e. Public Key and Private Key. The
Public Key is given to everyone and the Private key is kept private or secret [5].
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Fig-1: Working of the RSA Algorithm

(C) The Process of RSA Algorithm :

e The RSA algorithm involves the following steps to obtain the public and private keys: Randomly generate
two primes P and Q of huge length.

e Compute the value of n which is the product of P and Q and the Euler function if n i.e, n which is ¢n the
product or (P-1) and (Q-1).

e Pick an integer e which should be relatively prime with n and the gcd(e, n) should be equal to 1.

e Now the public key will be (e,n).

e (Calculate the secret exponent d such that e*d mod ¢n =1

e The private key obtained is (d,n).

e The process of Encryption i.e, encrypting the plaintext(m) to ciphertext(c) is done by: ¢ = m® mod n.

e The process of Decryption involves taking the ciphertext(c) obtained and generating the original
plaintext(m): m = ¢’ mod n

(D) Security and Applications :

The security of the RSA algorithm depends on the integer factorization method. Thus, by taking two prime
numbers of large lengths, it takes a very long time to perform factorization thereby making it more secure. In
general, prime factorization is considered to be an unsolvable problem in computer science as it takes a very
long time even for the supercomputers; hence it’s vital to generate P and Q values as primes and of very huge
length. But ultimately decomposing the n value is the main way to attack the algorithm.

The HTTPS (Hypertext Transfer Protocol Secure) uses a secure communication protocol called TLS (Transport
Layer Security) which was previously the SSL (Secure Sockets Layer) [6]. This SSL helps to encrypt the data
transfer between a client and a server and by using the RSA encryption it achieves this. In general, the data
transmission over the SSL can be classified into two steps:

e  SSL handshake
e The actual transfer of data
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The SSL handshake is where the communication begins over the SSL. It’s where the RSA algorithm is used to
generate public key and establish a secure connection. For example, basically a server generates two prime
numbers and multiplies them and generates a public key(e). Now any client that wants to communicate i.e.,
transfer the data to the server takes that public key(e), encrypts the data, and sends it. Now the server as it knows
the private key it decrypts the data using it. After this initial handshake the SSL uses the AES algorithm i.e a
symmetric encryption algorithm for the actual transfer of data. In general, the SSL uses 128 or 256 digits for the
keys, and in order to break these keys, a very vast amount of computing power is required [7]. Thus, RSA is said
to be very hard to break and again it depends mainly on the length of the prime numbers generated.
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Fig-2: Flowchart Describing the Process of the RSA Algorithm

I11. IMPLEMENTATION
A. Code
/* You can find the code in my GitHub
Repo

itsknk/CryptographySuite */
public class

RSAalgo {

Biglnteger p;
Biglnteger q;
Biglnteger n;
Biglnteger z;
Biglnteger e;
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Biglnteger d;

int bitlength = 1024

; Randomr;

public RSAalgo

({ r = new Random();

/lgenerates a big prime number within the specified length
p = Biglnteger . probablePrime(bitlength, r);

g = Biglnteger . probablePrime(bitlength, r);
System . out . printIn( "The Value of p: " + p);
System . out . printIn( "The Value of g: " + q);

/ICalculating N i.e, N=p*q
n =p . multiply(q);

//Calculating N i.e, N=(p-1)(g-1)

z =p . subtract(BigInteger . ONE ) . multiply(q . subtract(Biginteger . ONE ));
System . out . println( "The Value of N is: " + n);

System . out . println( "The Value of ¢N is: " + 2);

//generates e which will be a relative prime to ¢N
e = Biglnteger . probablePrime(bitlength / 2, r);

/lto check if 1<e<¢, such that ged(e,d)=1

while (z .gcd(e) .compareTo(BigInteger .ONE )>0&&e .compareTo(z) <0) {
e . add(Biginteger . ONE);

}

//calculating d i.e, d should be = e*dmod(¢N)=1 d = e . modInverse(z);
/[Public Key = (g,N)

System . out . printIn( "Public Key generated: ("

+e+""+n+")");

[[Private Key = (d,N)

System . out . printin( "Private Key generated: ("

+d+""+n+")");

}

public RSAalgo (Biginteger e , Biginteger d , Biglnteger n )
{this.e= e;

this.d =d;this.n= n;

}

public static void main (String [] args ) throws IOException
{ RSAalgo rsa = new RSAalgo();

DatalnputStream inp =new DatalnputStream(System . in); String question ;

System.out.printIn( "Enter the plain text:" );
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question = inp.readLine();

System.out.printIn( "Encrypting String: " + question);

/[converting the string to Bytes

System.out.printin( "String in Bytes: " + bytesToString(question . getBytes()));
I encrypt

byte [] encrypted = rsa.encrypt(question . GetBytes());
System.out.printin( "Encrypted String in Bytes: " + bytesToString(encrypted));

/I decrypt

byte [] decrypted = rsa.decrypt(encrypted);

System.out.printin( "Decrypted String in Bytes: " + bytesToString(decrypted));
System.out.printin( "Decrypted String: " + new String(decrypted));

}

public static String bytesToString ( byte [] encrypted )
{ String something = """ ;

for ( byte b : encrypted) { something += Byte . toString(b);

}

return something;

}

//[Encryption

public byte [] encrypt ( byte [] msg ){ return ( new

BigInteger(msg) . modPow(e,n) . toByteArray()); //to encrypt, msge*mod(N)
}

/[Decryption

public byte [] decrypt ( byte [] msg )
{return ( new

BiglInteger(msg) . modPow(d,n) . toByteArray()); //to decrypt, msg*d*mod(N)
3

B. Output

Fig.3 : Huge Prime Numbers are Generated for p and g
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Fig.4 : n and ¢n are Calculated

Fig.5 : The Public(e,n) and Private(d,n) Keys Obtained

Fig.6 : Encryption and Decryption of the text “one hundred years of solitude”

C. Explanation

The implementation of RSA is somewhat complex as the whole concept of making RSA secure lies on the
factorization of two large integers [8], the primes generated should be very huge in length. Thus, instead of
using integer variables, we use Big Integer for p and q to generate random huge prime numbers. As mentioned
above in the process we find the values of n, ¢n first. Then we choose an integer e which will be relatively prime
to ¢n and gcd(e,pn) =1. The public

key(e,n) and private key(d,n) will be generated as per the process mentioned above. In Java, we convert the data
entered i.e., the plaintext into bytes and we use these bytes to encrypt the plain text, similarly, we use the
encrypted text and decrypt it and convert the decrypted bytes into the string which will return the entered plain
text.

IV. CONCLUSION

This paper explored the core concepts of cryptography i.e., encryption and decryption, then public-key
cryptography mainly the RSA cryptosystem. The encryption and decryption algorithms play a vital role in
achieving security and the quality of those algorithms shows the quality of the security provided. In general, in a
public-key cryptosystem, the encryption key will be public and will be different from the secret key which will
be used for decryption. The RSA is one such public-key cryptosystem or the asymmetric cryptosystem which is
widely used. The core idea of attaining security in RSA is by factorization of integers and hence in RSA, we use
two very large prime numbers as their factorization is very difficult and considered as an unsolvable problem in
computer science. This paper provided the implementation of the RSA algorithm in Java and this code can be
utilized to implement the RSA in the required applications. The data generated to or from the server over the
HTTPS is encrypted and the SSL certificates of the websites i.e. where HTTPS is applied depends on the RSA.
But the future scope involves the rise in the usage of other cryptosystems like Diffie-Hellmann and Elliptic
curve instead of RSA, as the recent research has exhibited that the RSA keys of length 2048 bits can be
effectively demoted by padding oracle attack and other [9].
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